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Section | I ntroduction

Shifting economic conditions, technological advan@merging markets, geopolitical threats
and changing regulatory environments have compedlegnizations to turn to ERM to
address the wide array of risks continually fadimgm. Over the years, risk management has
been transitioning into ERM, and was perceivedraa #or further development particularly
in the aspect of restructuring risk culture intl@N& culture. With gradually increasing ERM
maturity, many organizations still learn how totisiguish between risk culture and ERM
culture and how to embed it across the organization

ERM has been recognized as a program for enabtiggnations to mitigate the impact of
negative risks and identify opportunities for c#dted risk taking. ERM has therefore
sparked initial interest within organizations wiits potential for generating value. As
organizations became more exposed to increasecemanlatility and unpredictability, ERM
has undergone continuous development and so hasiltiveal element directly aligned with
it. ERM culture extends enterprise-wide and is Bsagy for generating the high reliability
and predictability in business results that enhatakeholder confidence and build consistent
value.

Consequently, ERM demonstrates a lasting valuaugirsustainability and the competitive
advantage it provides to the organization. Suskélitiacomes through the consistency of
employees demonstrating the same behaviors andnghiile same corporate values in
managing risk. Behaviors and shared values buildomganizational ERM culture that
enhances and maintains the positive impact of ERM.

The relatively new concept of ERM culture, undardiag it, confronting the challenges it
brings and facilitating the cultural change to a®ki acceptance across the organization has
not yet been adequately researched and is theopeydf this paper.

Section |1 ERM Culture

The need of organizations to have a strong ERMuallemerged from the shifting role of
ERM from being a specific type of risk managemeandied by a small department or a
specialized group of professionals to a procesguding the achievement of strategic
objectives.

ERM is a recognized process that generates valleleVERM can protect organizations
from the impact of negative risks, uncover oppaties for calculated risk taking, and
enhance the perception of stakeholders, it alsp whan executed with consistency, create
sustainable value. Consistency is essential fonrergsthat ERM maintains its impact on the
operations of the organization. Consistency oceuren the employees of the organization
carry the same values and demonstrate the sameiteshthat show reliable and predictable
results. This consistency is the backbone of ERMucet ERM culture, as a product of
employees working together and sharing the sameesand displaying the same behaviors,
establishes the sustainability of an ERM program.
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With the establishment of an ERM definition by themmittee of Sponsoring Organizations
(COSO0) in 2004, ERM became recognized as a proapptied in strategy setting across the
enterprise’and designed to identify potential events that maycaffiee entity, and manage
risks to be within its risk appetite to provide seaable assurance regarding the achievement
of entity objectives.’ERM surfaced as a course of continuous efforts thquired the
collaboration of departments, teams and functiansss the entire organization. Through the
recent involvement of departments, teams and fonstnot traditionally associated with risk
management practices, new perspectives have caméhm process of ERM and, with such
integration of human capital, organizational cwdturregarding the treatment of ERM
emerged.

The COSO definition mentions human interactions ¥auld influence the impact of ERM
in organizations:

 ERM is ‘affected by an entity’s board of directors, managetnand other personnel’
This specifies the role of stakeholders acrossotiganization making decisions and
taking action on ERM. Opinions, perspectives, omzmional politics and other
human factors would influence the success of ERW.this definition, ERM cannot
be put into asilo’ but it must be influenced by multiple groups okstaolders as it is
used not only to protect the organization from Ilbsg to preserve and enhance
shareholder value (Branson, 2010).

 ERM is ‘applied in strategy settingThis specifies that ERM can be used as part of a
procedure in enabling the organization to achieveljectives and gain an advantage
over competitors. This involves an agreement angiageholders to make ERM a
part of the strategy and to take action in usirgsita means to enhance the customer
perspective of the organization, market share talcebolder confidence.

The prevalence of decision making and perspecthairsg in driving ERM reveals the
presence of underlying human forces influencingrtamagement of risk. While the COSO
definition of ERM opened the discussion for ERM lie integrated into organizational
strategic plans in the years immediately followthg issuance of this definition, a necessity
remained to address the human forces that impalteday-to-day operations which make
strategy execution a reality. The day-to-day opemat of strategy execution involve
decisions and actions taken at all levels of tlgaoization. Business decisions and actions
regarding risk are shaped by a system of values letdviors present throughout an
organization. These values and behaviors can bemrated by individuals or groups
within the organization (lIF, 2009). Farrell an@dh (2010) emphasize culture as being the
product of shared values and behaviors. Cultugevalue, in the context of ERM, that has
an impact on business decisions (Brooks, 2010) detdrmines the way in which the
organization identifies, understands, discussesaatsl on the risks it faces and the risks it
takes (lIF, 2009). ERM culture affects the deaisiof management and employees whether
or not they are consciously weighing benefits amst< (Farrell and Hoon, 2010).
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Culture, as argued by Brooks (2010), is not anngitae concept but one which can be
measured. The strength of risk culture can beraéted by the level of consistency that
decisions over risk have with policies and the réeisiisk profile of the organization (Brooks,
2010). Within decision making, there is an actoemsideration of potential rewards and
losses in taking and avoiding risks. This consitlen enables the decision makers to choose
decisions that will align the best with the polgi@nd desired risk profile of the organization
which ultimately, based on Brooks’ assessment,ridmuies to risk culture strength.

There are elements, consistent with organizatipoéties and the desired risk profile that
signify a strong risk culture within an organizatio

 Committed executive leadership and senior manatpatsmodel the ERM culture
they wish to see in the organization (IIF, 2009)

* Incentives that reward risk awareness among depatinteams and employees to
establish enterprise-wide thinking (Buehler, Freermad Hulme, 2008)

* Information sharing and communication among depamtsiand teams

» Learning opportunities for employees

Just as strength within an ERM culture can be edtieveaknesses within an ERM culture
can also be identified. ERM culture shows a latkteength when decisions run counter to
the organizational policies and the desired ristfifgr (Brooks, 2010). This signifies the
absence of a type of consistency that is typidalynd in the behaviors and values that shape
a culture. The consistency necessary for an ERMi@ican be undermined by competing
interests. Brooks (2010) gives the following exaenplf how considerations of risk get
removed by other interests of stakeholders:

“It may occur at the top of an organization if arccuisition is being considered, and

considerations of risk fall victim to the ego oktparticipants. They may be put aside
because the participants in the transaction hawaléh in love with the deal,” and cannot

bear the thought of backing out of the transactjoren the work that has been put into it and
the potential benefits of the transaction. (.. \M&els may also incent this type of behavior.
These may be tangible rewards — bonuses and salargases — or they may be intangible
because the participants in successful transactaresthose recognized in the organization,
given higher profiles and promotiongBrooks, 2010)

This example demonstrates how competing interesisrain the consistency that is needed
for developing the strength of a risk culture. Rgrants in the transaction focused on the
benefits and the overall attractiveness of the deead of considering how the transaction
would enhance or erode the risk portfolio thatdhganization wishes to have.

However, organizations that do not possess an ERIMire fail to reap the benefits of a
functional ERM program. Because ERM culture is@dpct of shared values and behaviors,
it is based on establishing predictability and higiability in executing processes for
managing risks. When there is no ERM culture, tess units are not working together in
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managing risks and achieving strategic objectivas they are working in silos. Low
reliability and a lack of consistency in the exémmitof risk management processes are the
result of business units practicing ERM in siloBeY also signify the absence of quality in an
ERM program and result in processes for managsig fio be repeated which translates into
additional costs in staff time and dedicated resesirWhen reliability and consistency are at
low levels, a mixed message is communicated tdé stahow the organization values ERM.
This can negatively impact the perception of empésyand diminish the support that is
necessary for a global execution of ERM throughbetorganization.

To identify its own ERM culture and determine iteeagth, an organization has to ask some
introspective questions about how it values ERM:

* What are the shared values, beliefs and behawtated to ERM in the organization?

* How are the organization’s policies regarding nsknagement considered in decision
making?

* How is the organization’s risk tolerance or riskrtfmio considered in decision
making?

* How are employees rewarded for demonstrating orgéional risk awareness?

» How are the board of directors, executives and gensaengaged in the risk
management of the organization? Why does thid vengagement exist?

* How open is the information sharing and communicathetween departments and
teams in the organization?

* How is the condition of the learning environment &nployees to apply ERM to
their day-to-day jobs?

The alignment and cooperation of stakeholders tftrout the organization are needed for the
execution of strategy and building a sustainablepetitive advantage. When employees
share the same values and display the same bebhanionanaging risk, consistency in the
execution of ERM and business results are ensutemhsistency minimizes the costs

associated with ERM because it prevents process®a being redone and it gives

stakeholders the assurance of how the organizapproaches its risk portfolio.

Section |11 Practical Examplesand Literature Gaps

The concept of risk culture has been in the spdtlmyver recent years with the growing

management realization that financial collapsesm@iny organizations originated from

flawed risk culture or no culture at all. Histodigamost literature references on risk culture
were made in connection to negative risk eventgarizational failures and a spectrum of
catastrophic occurrences (AON, 2010). The de@initof risk culture has been formulated
inadequately with key aspects remained undetermi@eg@per, 2011). The fragmented view
on organizational culture and management perceptiaften misunderstood complexity of

its nature has undermined culture’s role and ingmm@ in enterprise risk management
implementation. Risk culture gaps can open orgdioiza to vulnerability in the areas where
key risks are being overlooked leaving managem&pbsed to unexpected future (loss)

5
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events. Organizations that foster self-reinfordiepaviors and build new mindsets create an
intangible culture that can accelerate high busipesformance. Moreover, lack of solid risk
culture can also diminish organization’s ability ashieve business objectives crippling
business performance and weakening market conyaetéss (Rossiter, 2001).

Creating a strong ERM culture is a prerequisiteafgustainable and value-adding ERM. As a
consequence a lot of efforts were focused on cdmdpextensive surveys to analyze the
flaws of existing risk management practices, caf®igovernance, management leadership
and risk culture. Risk management culture was #isotop priority at Deloitte’s Directors
Forum at the beginning of 2011 (Deloitte, 2011).lte was identified as critical for
building risk intelligent organization where evengo takes responsibility for risk
management andninds the businest protect and create value.

While conveying an industry outlook onto risk cuéumultiple surveys deliver a strong and
uniform message to corporate management indicasiggificant culture deficiencies.
Enterprise Risk Management Survey (2006) highlightat most organizations measure the
effectiveness of ERM in the context of regulatooynpliance with expectation of enhancing
shareholder value. The study highlighted four momthmon ERM maturity stages each
influencing ERM culture distinctly (Figure 1). Ris&ulture formed within one of the
distinctive risk management environment will havffedent dominating features and will
develop in a unique way.

Figure 1 Maturity of ERM Approaches

Sila Aggregarted Integrated
approach approach approach

Source: Originated by the authors

48.4% respondents saw the ability to set a comnml qulture, establish common risk
language, and understand risk appetite as a paltdfflRM implementation benefits. When
asked if ‘culture openly encourages the reportihgisks and losses’ 32%agreed’ while
only 16% strongly agreed’In conclusion, ERM was still in initial stagesiofplementation,
and was considered by the surveyed a reasonablycoeeept. There has been significant
progress to develop ERM further supported by mamagée buy-in, but most risk
management focus revolved around SOX and was poibdty outside of credit and audit
groups. Silo risk approach visibly dominated as mh&in risk management approach and
prevented organizations to develop a strong enserpisk culture (RMA, 2006).

In a recent KPMG International survey (2010), 48ft6espondents identified risk culture as
a primary contributor to the financial crisis. Evéimough risk culture has become a
fundamental component of ERM, many organizatiorsaskignificant deficiencies in this

area (KPMG, 2010). Over 58% of surveyed corporai@d members and internal auditors

6



Dr Abrahim Althonayan, Henry Killackey, Joanna Keit
ERM Culture Alignment to Enhance Competitive Adaayd

admitted that most personnel had little or no usideding of how risk exposures should be
assessed for likelihood and impact. This indicdted the leadership may not adequately
foster the culture of continuous enterprise riskeligpoment for the employees. Additionally,
employees should fully comprehend how well-informistk decisions are made and ensure
that risk behaviors are consistently permeatedimvitiie organization. Without strong ERM
approach, establishing an enterprise risk cult@weoimes unachievable and may adversely
affect decision making.

AON'’s ERM Full Picture survey (2007) investigates three core elementSR¥: strategy,
resources and culture. 64% of respondents belif@teebedding risk management culture is
a key ERM component, and 45% that claimed cultuas wonsidered throughout an ERM
implementation process. Many organizations statat dulture is still often ignored and not
seen as a corporate priority. AON’s cultural mogiek used in the survey to categorize four
cultural types across various enterprises (Figlre 2

Organizations leaning towardgerformance-driven’culture focus on results anekhibit
effective and timely risk responsédministration-driven’cultures feature inconsistency and
bespoke risk methodology. Converselyevelopment-drivenframeworks promote unique
risk thinking approach, andéhtimacy-driven’ones, a solid risk understanding and the idea of
collective participation. Risk culture depends ohatv cultural model is adopted by an
organization (AON, 2007).

Figure 2 AON'’s Cultural Model (2007)

| Performance

* Risk response

* Direct results accomplishments

| Administration

* Consistency

* Accurate risk methodology

Development ]

* Qut-of-the-box (risk) problem solving

Intimacy |
* In-depth risk understanding

* Strong cooperation and participation enterprise-wide

Source: Originated by the authors

The AON’s 2007 study also revealed that the risknaggment culture drives a better
understanding of ERM and strategic objectives. &mmple, in a performance-driven’
organizations and similarly in thentimacy-driven’ones, the boards’ understanding of ERM
objectives increasesignificantly’ by 62% while senior management’s by 67%. This loan
compared to the'development-driven’cultural profile where the board’s and senior
management’s support for ERM objectives has gonenlypby 44% (Figure 3). Surprisingly,
the understanding of ERM objectives by employeesriwd increased significantly across all
cultural types which implicates that there is stittle enterprise-wide involvement of
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personnel in the ERM implementation. The lack ojagement of employees in ERM will
most likely impede organizational ability to deyeleomprehensive and effective ERM
culture. Key findings of AON’s 2007 research shdwattonly one in ten organizations
confirmed that ERM is embedded in the businessga@cOne in four enterprises admitted
that ERM had an impact on the enterprise stratggenning process. Moreover,
performance-driven cultures that are results-driveare most effective in implementing
ERM, and therefore establish a strong baselineweldp a robust ERM culture.

Figure 3

Performance-driven
Administrative-driven

Development-driven

18%

28%

33%
38%

47%

L4

44%

Understanding of and support for ERM dibjes

62% _
67%

The board
Senior management
Middle

Tanagement

Employees

63%

Intimacy-driven

38%

Source: AON (2007)

Over 50% of the surveyed agreed that specific tieci®s were used to create a strong culture
across the organizations. Over 70% of respondargsaterprises with a clearly defined ERM
function favored policies and reviews endorseddrny@ management and risk monitoring as
efficient tools to create solid risk managementuwrel 49% of respondents found stakeholder
involvement useful and only 18% considered riskntrg programs effective. Accordingly,
in organizations without the dedicated ERM functamy 46% of the surveyed deemed risk
policies fostered by management meaningful eno@486 of the surveyed agreed that
stakeholder engagement was relevant for cultureldpment, and 11% saw risk programs in
favorable light (AON, 2007). The survey results é@gize that the importance of ERM
culture is strongly associated with how organizagioadopt ERM; organizations that
developed resilient ERM have, therefore, an adggnia creating effective ERM culture. As
a consequence, employees in organizations withbledstad ERM show more trust and
understanding in management’s efforts to ingraidVERilture into organizational structure.

Embedding ERM culture within a unique organizaticstaucture may result in significantly
different long term results (Figure 4). Over 50%eofiployees in theperformance-driven’
culture stated admittedly that key benefits wereeahanced shareholder value and meeting
corporate objectives. For 40% of respondents inddeninistration-driven’culture creating a
risk culture was a priority. Irdevelopment-drivenbrganizations the focus is primarily on
reducing the element of risk surprise afce-fighting’ (nearly 70% of personnel). Enhanced
shareholder value and reputation, and minimized @bssk were considered nearly equally
important (close to 60% of all personnel). Key righorities in enterprises withritimacy-
driven’ frameworks were identified as creating a risk aaltand reducing a cost of risk.
Disparity between ERM benefits resulting from aost culture appear to be broad
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depending on cultural risk framework implementedoas organization but can be utilized
with equal effectiveness.

Figure 4 ERM Benefits by Cultural Type

Enhance shareholder value 55% 29% 56% 25%
Engender risk culture 45% 41% 55% 50%
Meet corporate objectives 52% 24% 44% 25%
Enhance stakeholder reputation 42% 29% 56% 38%
Reduce fire-fighting 38% 24% 67% 25%
Facilitate change 40% 24% 33% 38%
. Reduce cost of risk 30% 29% 56% 50%
Become established tool 42% 18% 11% 38%
Enhance customer service 40% 24% 22% 13%

Source: AON (2007)

Another AON’sGlobal ERMsurvey (2010), performed in a highly uncertainrexay during
the third quarter of 2009, further demonstrates tbgardless of some successful global ERM
implementations, and its effect on organization@MEculture and the stakeholders, there is
still a great need for more development of both E&iM ERM culture (AON, 2010).

ERM culture as a critical ERM dimension can be pmed as a way employees feel about
the organization; employees’ attitudes towards wikaffect how organization is managed.
Integrated Risk management proposed by PWC (2008&3epts some of the important
features of an effective risk management culturguie 5), and addresses key insecurities of
a change in risk management.

Figure 5 Effective risk culture and potential skhorhings

» Lack of consistent direction from mansgement
* Unzwsareness of corporate and business objectives and strategiss
= Lack of comprehensive slognment of objectives on corporate and business level

L :
®adership g Strategv

Imegriw and Ethicy) Valu,
[

Accountahie

i &
Einfo fcement
" "usﬁlgnmmu o

= Lack of clarity of individual accountability for objectives
= Lack of understanding of policies
= Lack of focus on long-term objectives

“SOMMunes
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Ectiveg

" -iﬂonsibi!igy

-HR P'ic[ig[:;& P = Lack of consistent reinforecment of disciplinary actions

erforma,
MDG““"E‘mEm Nce

= Poor mansgement spprosch towsrdsreceiveing 'bod news’
* |nsufficinet risk mansgement training and development

* |[nadequste risk resources and high turnover of employees
= |[nconsistent enterprise-wide communicstion

= Incomprehensive understanding of risk ™
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= Lack of robust risk change management processas

= Unidentified or poorly manageged control gaps
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Source: Originated by the authors
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The approach highlights key features of the effectisk management: 1) Leadership and
Strategy, 2) Accountability and Reinforcement, 8pple and Communication and 4) Risk
Management and Infrastructudeeadershippromotes and integrates high ethical standards,
and ensures clear enterprise-wide communicatiorbusiness objectivesAccountability
component warrants individual risk responsibili@trganizations also need to demonstrate
the ability to share knowledge and promote contisudevelopment and growth of all
employees what is encompassedPieople’squadrant. LastlyRisk Managemenguadrant
depicts organizational capability in assessing,sueag and mitigating major risk exposures
concentration. Those core attributes supportecebpehaviors, specific knowledge and skills
and by appropriate infrastructure build on an irdégd risk management framework and
become a foundation for a corporate culture. Ptierttenefits of Integrated Risk
Management are enhanced risk awareness and a betterstanding of what business and
risk objectives are.

Followed by examples of cultural risk approachesciiced across the industries, this paper
presents specific case studies on ERM culture tiliting key challenges and
recommendations for further development relevattiworesearch (Table 1).

Table 1

ERM culture case studies

Organisation

Challenges

‘What was done? Results

Further Improvements and Recommendations

AZ Electronic Materials

Reportingand process requirements ignited
scepticism

Focuson data collection instead of ‘action”
dispersed management’ attention
Challenging Introduction (and integration)
of risk culture to globally diverse business
units

Difficulties with cultural change and
transitioning into the new risk approach
Potential long-term benefits difficult to
recognise and comprehend by employees

*

Reprioritising the importance of ERM and risk culture to
protectthe organisation’s mission and achieve better
customer satisfaction

Efforts to embed ERM culture throughout the enterprize
globally

Initial Risk Assessment sessions received management

supportand adequate action responses

Results

>

Better understanding of corporate objectives and
business continuity, customer needsand potential
threats and opportunities to the business
Improved quality controls

Perception of strong competitive market image;
stronger customer loyalty

Better internal and external communication over

potential business interruptions

¥ Focuson practical translation of risk analysis
into rizk action items (key threats and
opportunities for the business)

¥ Continuedintegration of risk culture amid
global environment, and achieve enterprise-
wide cultural uniformity

¥ Ensuring logical understanding of both ERM
and risk culture as extension of planning
strategies

# Define explicitalignment of risk culture,
competitive advantage and long term
suitability

Global Investment Bank

New unit had a good ability to challenge
each others’ actions and ideas buta lack of
cooperation and cohesion became main
management concern
Working towards reducing the visible
disconnectin communication and daily
operations betweenrisk and business groups
Minimise the demographic divide between
seniorand junior employees hindering
complete group integration people’s
behaviours and risk decisions

Risk culture was re-assessed within sales and trading units
recentlyintegrated as a new unit

Management aims to ensure a comprehensive
integration of newly formed group though creating strong

and consistent risk culture

Results

*

*

=

The existing risk culture needs to be rethought due to the
gaps identified as a result of the internal survey
Employees were unclear what the bank's risk tolerance
meant

The change of group’s structure triggered unexpected
people’s behaviours and risk decisions

»  Seniormanagement should re-align the

leadership team and encourage risk
behaviours as & part of a robust risk culture

> Communicating risk tolerance enterprise-

wide should be changed; everyone in an
organisation should be able to understand
and express clearlywhat risk toleranceis

¥  Increasedtransparency in making risk

decisionsand business involvement in setting
risk appetite

#  Rethink internal controls and processes to

ensure effective approval mechanisms

¥  Reassess what value can be generated

through risk culture

10
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Global Professional
Services

» Potential over-extending of junior staff was
identified as a emerging concern

*  Junior employees felt that seniorcolleagues
did not appreciste ‘vpword challanges” what
in effect inflicts inhibition and lack of
confidence to undertake challenges
Employees expressed lack of clear guidelines
and communication in terms of risk tolerance
vs. appetite

»  Currentrisk culture was assessed

»  Management raised no specific cultural concernsto
investigate but was keen on learning what can be improved

»*  Risk culture was considered ‘healthy”

Results

»*  Thestudy analysis revealed the risk culture can be considered
‘robust’ especially regarding employees response to change
andtheir caring about the quality their work and the impact
onorganisation

»  Seniorand junior employees should work
togetherto overcome disconnect and lack
ofintegration

»* Seniorand more experienced staff should
provide guidance to junior personnelto
reinforce trust across the organisation

»* Comprehensive risk training for all
employees (knowledge sharing, cross
training) to clear away risk inconsistencies

¥ Restructured (more effective)annual
planning processthat incorporates key
risks organisation may face

»  Re-align risk appetite and strategic
business objectives

Financial Services

» Communication is not yet consistent and the
mast effective enterprise-wide

» Levelof risk ownership and commitment is
lacking and appears to be disintegrated;
employees feel like the risk ownership is
primarily an element of risk management not
the business

» Lackof alignment between risk and business
management magnifies the view of risk as a
inconvenience rather that a value-adding
opportunity

#» Lackof focus on adequate risk adjusted
incentivesand compensation schemes
discourages effective managing risks, and
diminishes risk morale in relation to positive
recognition

» Thestate of existing risk culture was examined as a critical
elementof an effective risk management

# Internal risk surveywas designed to gauge employees’
attitudes towards the currentrisk management approach

»*  Abazeline for development of risk culture was established on
the survey analysis

» Bespoke workshops and discussions were organised within
various stakeholders groups

Results

¥ Employees value integrity and appreciate the organisation
appearsto have a competitive advantage in the market
driven by cultural change

# Risk change management has been perceived as well
designed and implemented and communication was found

effective bottom-up and top-down

» Effective change management to engage
with the new culture

#* Robustinformation flow leading to
informed business decisions,

>  Aligningcompensation and risk-based
performance to encourage effective risk
management

Source: Originated by the authors

The analysis of four case studies allowed examicmgpeting views of ERM culture, and
concluding what organizations did to achieve theé easults, where they fell short and what
future developmental recommendations might be. Sim¥eys investigated in this paper
formed a baseline for a new culture appro&t®M Culture alignmen{Figure 6), which

addresses the shortcomings identified in the restegultural approaches.

Figure 6
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The Alignmentonsists of three key elements: ERM inputs thapsizRM culture attributes,
ERM culture as a core of risk management structane, ERM outputs that influence the
business results. ERM culture inputs focus on tleenents that are critical to form an
effective cultural ERM alignment. In all aspecis; business and corporate strategies to fold
into an alignment with ERM strategy, enterprisé& @svareness becomes essential. Among
many organizations, main challenges for corporagelership still remains the same: to gain
tacit understanding of what enterprise-wide riskagamess means in business reality, and
how to align it with the business, and corporatk objectives. Corporate leaders often fail to
focus on establishing a consistent and inclusivlateral model that can reinforce
intangible risk and business rules. Managementudds should exemplify the ERM
standards in the organization.

ERM Culture Alignmenis introduced briefly in this paper as the authoostinue on the
development on this approach and presenting itdrerdetails in a separate research paper.

Section IV Driving an Effective ERM Culture

As demonstrated in previous sections of this paR&M culture is influenced by several
factors. One of the most important factors is thelvement of leadership and employees at
all levels in adopting, accepting and promoting ERiMd ERM culture. While direct
leadership engagement has immediate impact on @gand business strategies, it also
effectively leads to setting a clear organizatiodakction. While leveraging leadership
involvement, enterprise risk management and styatiegelopment should be aligned; thus
becoming two sides of the same coirERM needs to be embedded in enterprise-wide
activities, processes, policies and procedures, immlemented across all organization’s
divisions including strategic business units (SBU3)nsequently, ERM culture requires a
synergy within the unique organizational culture.

A good example of effective ERM approach and itsugoon risk culture is Caterpillar Inc. It
adopted a uniqgue ERM approach to the organizatistratture (calling it ‘Business Risk
Management —-BRM’) by setting the key objective: to identify, traakd mitigate anything
that would prevent the enterprise from achievisdahg-term strategic objectives (Driscoll et
al, 2011). To promote the BRM culture, Caterpillac. developed a code of conduct
statement to promote this behavid@ur Values in Action’The code implies that the\see
risk as something to be managed and as a poteaiabrtunity’ (Driscoll et al, 2011).

Other factors critical to developing an ERM culwae: aligning ERM with corporate and
business strategies and management buy-in. As rsemnagement develops a strategic
vision of the organization the roadmap for corperand business objectives is being
established in parallel. Subsequently, businessriskdobjectives are defined in alignment,
with the warranted support from the managementieMihg management's commitment to
develop ERM and ERM culture is crucial throughdw entire process. An enterprise-wide
alignment of risk and strategies creates a fouoddbr effective ERM culture (Althonayan
et al.,, 2011).Holistic Alignment Approachdeveloped as a result of earlier research
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(Althonayan et al., 2011) addresses the importafidemking ERM, with the corporate and
business strategies enterprise-wide (Althonayaad.eP011). ERM as a core element of the
Holistic Alignment Approachinks each business unit with the risk manageneaierprise-
wide and emphasizes the importance of a strong ERMNure as a prerequisite of this
approach (Althonayan et al., 2011).

Althonayanet al, (2011) stated thatcomprehensive alignment of all three interconndcte

dimensions: ERM, corporate and business strateggss to steer risk management
initiatives and strategies in the same directidrerefore inspires improving organization’s

ability to meet the strategic objectives. It aligamd prioritises key risks and strategies across
the enterprise bringing organizational balance i@ strategic equilibrium(Althonayanet

al., 2011).

Based on the conclusion of AON’s research in Sectld (2007), organizational
sustainability and creating a competitive advanta@es been perceived as a significant step
forward in the organizational development by buidia stronger and more dynamic risk
culture (AON, 2007). The result is a risk manageimeanlture that drives a better
understanding of corporate and business objectingd®jst talent management, enhanced
cultural behaviors and adding shareholders valms€quently, the presence of a robust
ERM culture inspires collaborative efforts to asl@eminimized total cost of risk, improved
organizational performance and emerging growth dppdies. According to AON’s 2007
research, the full value of risk culture is notlimsd until it is completely integrated with
ERM. Because ERM has been designed to support ubimdss and ensure its long-term
sustainability, management and all employees shdaéd truly involved in the risk
management process.

As indicated earlier, 93% of organizations with adeed ERM are successful in achieving
corporate objectives and agree that aligning ERMI &RM culture helps enhance
organizational value. Strong ERM culture is algwrerequisite for a sustainable ERNRM
Cultural Alignment’ presented in Section Ill can be the source fotasusble competitive
advantage.

Another research study performed by IRM (2010) &blat risk culture from a different

perspective and based risk survey on four key tledijeTone at the Top, 2) Governance, 3)
Competency and 4) Decision Making. IRM 2010 analyzespondents’ perceptions of

current risk culture. On the basis of respondempshions, it was clear that the risk was not
fully embedded into organizational culture, anavds still often managed in isolation. Most
of risk aspects associated directly with the reskdlership, level of risk transparency, making
risk decisions and rewarding for appropriate teking were rated by surveyed 2 out of 4.
Risk resources scored the highest rating of 2.684 and risk competency the lowest: 1.9/4.
Key conclusions from the study indicate that therfdiscussed aspects of risk culture are
intermittently correlated. The survey also reveathdt embedding risk management in
organizational culture remains a significant chadle especially for organizations where risk
management is developed in isolation to the businge. there is no ERM culture
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established). Lastly, only few organizations camdsily admit they have developed
structured strategies that focus on creating acustire.

Research shows that in order to accomplish anrakgih of ERM and risk culture, a well-
defined vision and ERM planning become essentigiainstep (AON, 2007). Senior
management buy in a commitment to create a fittingrnal environment, and an
appointment of resources have also been iden@féectitical in building risk culture. Finally,
a cross communication between lines of businessesteness of business objectives, risk-
performance indicators and the integration of ERMNb ibusiness planning were highly
recommended for consideration. In organizationsre/iieERM has been embedded into the
internal structure, 85% of respondents confirmeddilture was éntirely “or “significantly
respected compared to 39% of respondents in orgions where ERM is merely being
established. This further confirms that there ist@ng interdependency between ERM
development and a process of creating strong tikkre (AON, 2007).

Another significant factor contributing to the pess of shaping ERM culture is ERM
mindset and enterprise-wide communication. The lt®sliiven organizations view
information flow and communication as key princgpl®r creating strong governance and
culture. Enterprise-wide risk communication and ialafjue between management and
employees can help understand key risk concemsatiin terms of risk appetite and
tolerance) and strengthen the relationships betwgremips often working in isolation.
Employees need to feel encouraged to logically @ebad challenge risk-based business
decision processes they participate in. An effectmethod for communicating and
responding to risk issues withERM Culture Alignmenis to identify who the stakeholders
are, gain their commitment and awareness, develgbast communication strategy within
'safe channels’,and ensure continuous feedback. Finally, devetpmnccess metrics to
measure the process effectiveness becomes crilibialefore, robust risk cultures promote
leadership strategies for downward and upward comication.

Employees should see risk management as a strdfgaimer’ to the business and feel
motivation for a proactive collaboration. Allocagithe right resources to the right functions
with the appropriate level of authority can sigrafintly impact risk culture. One possibility is
to realign the organizational structure and tramsipersonnel across from risk management
into the business, or require business consulctirevith the risk management function.
Moreover, common risk language creates ERM mindsdtpermeates the atmosphere of no
intimidation or fear to talk business or risk'with the management. Management’'s
commitment to creating sustainable organization#lice should support developing unique
cultural characteristics that can result in sigmifit impact on business reputation and value.
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Section V Conclusions

As the role of risk management has gone through sogmif changes over the years, the
restructuring of risk culture intro ERM culture la@ee an area of an increased focus. ERM
culture affects the decisions of management andlasmes whether or not they are

consciously weighing organizational benefits vertigscosts. ERM culture reflects a lack of
strength when decisions run counter to the org#oizal policies and the risk profile.

The surveys conducted in recent years further detrate that flaws in risk culture or the
lack of risk culture was one of the primary conitifrs to the financial crisis. Even though
risk culture has become a fundamental componenERIM, many organizations reflect
significant deficiencies in this area. Risk cultugaps can expose organizations to
vulnerability in the areas where key risks are gesmerlooked or to unexpected future risk
events that can negatively impact the busines®peance. The studies also confirmed that
embedding risk management within the organizaticodlre remains a significant challenge
especially for organizations where risk manageneedeveloped in isolation to the business.
Therefore, organizations need to rethink the curresk cultures, and focus management
efforts on developing a strong and dynamic ERMuelt As a prerequisite for a sustainable
and value-adding ERM, ERM culture allows realizitg full value and capitalizes it
enterprise-wide. Enterprises with no ERM culturgraaned in the organizational structure
fail to accomplish the full potential of ERM bertsefiwhen there is no ERM culture, business
units are not working together in managing riskd aohieving strategic objectives but they
are working in silos. Moreover, lack of solid risklture can also diminish organization’s
ability to achieve business objectives cripplingibess performance and weakening market
competitiveness.

ERM culture should be well-defined, transparent arantain a level of consistency for all
employees. It should be dynamic and proactive #xpacted changes and generate uniform
risk response. Organizations that can understawdaalapt all components of the ERM
Cultural Alignment proposed in this paper can exeaorporate and business objectives
aligned with risk strategy and gain competitiveelliigence through an effective ERM
culture.ERM Culture Alignmengnforces integrating processes of formulating areteting
core strategies with ERM implementation planningcdn inspire management to create
effective cultural alignment that fosters integrdiyd empowerment and can become a key to
generating enhanced shareholders value, meetinglategy compliance and ensuring
competitive sustainability.

In conclusion, there is still a great need for miegelopment of both ERM and ERM culture
and few organizations can honestly acknowledge tatpp comprehensive ERM culture.
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