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ABSTRACT 

• Cybersecurity practices transitioning to Risk Management. 

• Necessary to align Professional Standards & Curricula in sync. 

• Current Standards & Curricula seem fragmented across: 
• NPNATF  Networks Protocols & Network Analysis Tools Frameworks 

• SNIF  Systems and Networks Infrastructure Frameworks 

• RMCPF  Risk Management & Controls Policy Frameworks 

 
Proposed Framework for aligning, integrating, and, streamlining 
Standards & Curricula across the above three levels to align 
them with needs of applied Risk Management practices. 

 



 
Copyright, Yogesh Malhotra, PhD, 2015 

 
www.yogeshmalhotra.com 3 

BACKGROUND & FUTURE RESEARCH 

• Following Risk Modeling for Wall Street Banks: $1 Trillion AUM 

• 2,000-Hour Pen Testing in NY-State & EC-Council DarkNets. 

• Applied Tools: Kali Linux, Metasploit, Nmap, Wireshark, etc. 

• www.yogeshmalhotra.com/projects.html#Cybersecurity 

• Applied Focus on Voice and Data Telecom Networks. 

• ‘Weakest Links’ in underbelly of Global Banking & Finance. 

Future Research: www.FutureOfFinance.org. 

2015 Princeton Quant Trading Conference: Cyber-Finance. 

Future of Finance Beyond Flash Boys: Post-HFT Cyber Risk Management. 

Background: Enterprise Risk Management & Model Risk Management 

• www.yogeshmalhotra.com/blackswans.html 
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WORLD’S BIGGEST DATA BREACHES 

4 

No. of Records Stolen 

http://www.informationisbeautiful.net 

http://www.informationisbeautiful.net/
http://www.informationisbeautiful.net/
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WORLD’S BIGGEST DATA BREACHES 

6 

Data Sensitivity 

http://www.informationisbeautiful.net 

http://www.informationisbeautiful.net/
http://www.informationisbeautiful.net/
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WORLD’S BIGGEST DATA BREACHES 

Data Sensitivity 

http://www.informationisbeautiful.net 

http://www.informationisbeautiful.net/
http://www.informationisbeautiful.net/
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2015 Cost of  Failed Trust Report: Trust Online is at the Breaking Point, Ponemon Institute, 2015. 
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NPNATF, SNIF, RMCPF 



 
Copyright, Yogesh Malhotra, PhD, 2015 

 
www.yogeshmalhotra.com 10 

INDUSTRY PRACTICES RESEARCH 

What are the specific risks 
related issues that intersect 
across the 3 levels of analysis.  
 
How the 3 levels relate to each 
other in various aspects in 
their focus on risks.   
 
How the 3 levels need to 
address risks concerns 
spanning multiple levels. 
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PROPOSED RISK MANAGEMENT FRAMEWORK 

Enterprise Risk 
Management & 
Governance: ERM 

Systems & Networks 
Risk Management, 
Controls, Regulatory 
Compliance: MRM 

Cyber-Finance Risk 
Management, Data at 
Rest, Data in Motion, 
Encryption: C-FRM 
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CYBER-FINANCE RISK MANAGEMENT 

Source: 2015 Princeton Quant Trading Conference: www.FutureOfFinance.org 
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CYBER-FINANCE RISK MANAGEMENT 

Source: 2015 Princeton Quant Trading Conference: www.FutureOfFinance.org 
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PROPOSED RISK MANAGEMENT FRAMEWORK 

ERM 

MRM 

C-FRM 

Connect Enterprise RM concerns to Pen 
Testing RM level concerns. 
 
Align and Streamline Shared RM Goals and 
Outcomes at Top and all Other levels. 
 
RM-Controls Policy Executives cognizant of 
how policy translates into actual execution. 
 
Pen Testing within RM framework of 
importance and resource allocation. 
 
Pen Test team cognizant of contributions to 
value added at overall Enterprise Level. 
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NETWORKS PROTOCOLS & TOOLS FRAMEWORKS 

ERM 

MRM 

C-FRM 

Connect Enterprise RM concerns to Pen 
Testing RM level concerns. 
 
Align and Streamline Shared RM Goals and 
Outcomes at Top and all Other levels. 
 
RM-Controls Policy Executives cognizant of 
how policy translates into actual execution. 
 
Pen Testing within RM framework of 
importance and resource allocation. 
 
Pen Test team cognizant of contributions to 
value added at overall Enterprise Level. 
 
 

This is the level of network protocols, such as the above security 
protocols, where most critical threats and vulnerabilities exist 
and where real countermeasures need to be devised.  
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NETWORKS PROTOCOLS & TOOLS FRAMEWORKS 

  Is “pen testing” worth it?  

  If it is, then how to ensure that it is done right?  

 

“It's going to be expensive, and you'll get a thick report when 
the testing is done... And that's the real problem. You really 
don't want a thick report documenting all the ways your 
network is insecure. You don't have the budget to fix them all, 
so the document will sit around waiting to make someone look 
bad. Or, even worse, it'll be discovered in a breach lawsuit. And 
if you're not going to fix all the uncovered vulnerabilities, 
there's no point uncovering them.”  
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NETWORKS PROTOCOLS & TOOLS FRAMEWORKS 

 

 

 

“One, you want to know whether certain vulnerability is present 
because you're going to fix it if it is. And two, you need a big, 
scary report to persuade your boss to spend more money.” 

Is “pen testing” worth it?  
If it is, then how to ensure that it is done right?  

Actual hands-on and / or automated pen testing process level 
wherein specific network analysis tools are used for various 
network analysis activities related to both vulnerability 
assessment and penetration testing.  
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NETWORKS PROTOCOLS & TOOLS FRAMEWORKS 
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NETWORKS PROTOCOLS & TOOLS FRAMEWORKS 

  
In reality, such attacks from anyone out there are what 
enterprises must need to prepare for even if they like the 
phrase vulnerability assessment over penetration testing. 

A penetration test simulates the actual attack from 
a malicious attacker which could be anyone. 

“When it comes to security, the best defense is offense; you 
need to test the effectiveness of your own security practices 
before a real intruder does it for you.” 

“You must test your software 
before someone else does.” 
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NETWORKS PROTOCOLS & TOOLS FRAMEWORKS 

   Overall scheme within which various phases of 
actual penetration testing, vulnerability analysis, 
stress testing, security auditing, etc. are conducted. 

Swiss-knife like tool kits that are actually deployed 
to execute the technical ethical hacking and pen 
testing procedures within specific phases of 
penetration testing and vulnerability analysis with 
aid of specific tools and techniques for identifying 
and exploiting vulnerabilities. 

Two different types of frameworks 
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NETWORKS PROTOCOLS & TOOLS FRAMEWORKS 

   

www.pentest-standard.org 
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NETWORKS PROTOCOLS & TOOLS FRAMEWORKS 

   

www.pentest-standard.org 
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NETWORKS PROTOCOLS & TOOLS FRAMEWORKS 

   

www.kali.org 
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NETWORKS PROTOCOLS & TOOLS FRAMEWORKS 

   

www.kali.org 
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NETWORKS PROTOCOLS & TOOLS FRAMEWORKS 

   

www.kali.org 
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NETWORKS PROTOCOLS & TOOLS FRAMEWORKS 

   

www.offensive-security.com/community-projects/ 
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NETWORKS PROTOCOLS & TOOLS FRAMEWORKS 

   

www.offensive-security.com/community-projects/ 
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NETWORKS PROTOCOLS & TOOLS FRAMEWORKS 

   

www.metasploit.com 
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NETWORKS PROTOCOLS & TOOLS FRAMEWORKS 

   

www.offensive-security.com/metasploit-unleashed/ 
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SYSTEMS AND NETWORKS LEVEL FRAMEWORKS 

ERM 

MRM 

C-FRM 

Connect Enterprise RM concerns to Pen 
Testing RM level concerns. 
 
Align and Streamline Shared RM Goals and 
Outcomes at Top and all Other levels. 
 
RM-Controls Policy Executives cognizant of 
how policy translates into actual execution. 
 
Pen Testing within RM framework of 
importance and resource allocation. 
 
Pen Test team cognizant of contributions to 
value added at overall Enterprise Level. 
 
 

At this specific level the focus of most procedures and 
techniques is at the systems and networks level rather than 
at the more granular level of telecom network protocols. 



 
Copyright, Yogesh Malhotra, PhD, 2015 

 
www.yogeshmalhotra.com 31 

SYSTEMS AND NETWORKS LEVEL FRAMEWORKS 

   

www.owasp.org/index.php/The_OWASP_Testing_Framework 
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SYSTEMS AND NETWORKS LEVEL FRAMEWORKS 

   

https://www.owasp.org/index.php/OWASP_Top_10/Mapping_to_WHID 
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SYSTEMS AND NETWORKS LEVEL FRAMEWORKS 
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SYSTEMS AND NETWORKS LEVEL FRAMEWORKS 

   

http://www.ibm.com/developerworks/library/se-owasptop10/index.html 
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SYSTEMS AND NETWORKS LEVEL FRAMEWORKS 
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SYSTEMS AND NETWORKS LEVEL FRAMEWORKS 
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RISK MANAGEMENT CONTROLS FRAMEWORKS 

ERM 

MRM 

C-FRM 

Connect Enterprise RM concerns to Pen 
Testing RM level concerns. 
 
Align and Streamline Shared RM Goals and 
Outcomes at Top and all Other levels. 
 
RM-Controls Policy Executives cognizant of 
how policy translates into actual execution. 
 
Pen Testing within RM framework of 
importance and resource allocation. 
 
Pen Test team cognizant of contributions to 
value added at overall Enterprise Level. 
 
 However, for either of SNIF and NPNATF to have real teeth and 

real resources for them to have the needed effect, they need 
to be effectively linked and related to the top level RMCPF.  



 
Copyright, Yogesh Malhotra, PhD, 2015 

 
www.yogeshmalhotra.com 38 

RISK MANAGEMENT CONTROLS FRAMEWORKS 

•   

Three types of regulatory frameworks visible to C-suite 

Payment Card Industry Data Security Standards 
(PCI DSS) (www.pcisecuritystandards.org) 

IT Systems Banking Audit & Control Frameworks 
- ISACA Controls Framework: COSO, COBIT 
(www.isaca.org) 

SANS Financial Services Regulatory Frameworks 
(www.sans.org) 
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RISK MANAGEMENT CONTROLS FRAMEWORKS 

www.pcisecuritystandards.org 
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RISK MANAGEMENT CONTROLS FRAMEWORKS 

www.isaca.org 
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RISK MANAGEMENT CONTROLS FRAMEWORKS 

www.isaca.org 
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RISK MANAGEMENT CONTROLS FRAMEWORKS 

www.isaca.org 
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RISK MANAGEMENT CONTROLS FRAMEWORKS 

www.isaca.org 
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RISK MANAGEMENT CONTROLS FRAMEWORKS 

www.isaca.org 
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RISK MANAGEMENT CONTROLS FRAMEWORKS 

www.isaca.org 
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RISK MANAGEMENT CONTROLS FRAMEWORKS 

Penetration 
Testing in the 
Financial 
Services 
Industry 
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PROPOSED RISK MANAGEMENT FRAMEWORK 

How can pen testing and vulnerability analysis effectively 
contribute to the execution of enterprise level risk 
management, controls, and compliance policies?  

How can enterprise level risk management, controls, and 
compliance policies ensure that pen testing and 
vulnerability are accountable to enterprise risk 
management execution? 

While bridging the disconnects between the three levels – risk 
management policy, systems and network infrastructure controls, and 
vulnerability analysis and threat assessment such as at the level of specific 
protocols – the proposed framework resolves the pen testing dilemmas. 



 
Copyright, Yogesh Malhotra, PhD, 2015 

 
www.yogeshmalhotra.com 48 

APPLYING THE FRAMEWORK TO VOIP 
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NETWORKS PROTOCOLS & TOOLS FRAMEWORKS 

ERM 

MRM 

C-FRM 

Connect Enterprise RM concerns to Pen 
Testing RM level concerns. 
 
Align and Streamline Shared RM Goals and 
Outcomes at Top and all Other levels. 
 
RM-Controls Policy Executives cognizant of 
how policy translates into actual execution. 
 
Pen Testing within RM framework of 
importance and resource allocation. 
 
Pen Test team cognizant of contributions to 
value added at overall Enterprise Level. 
 
 

This is the level of network protocols, such as the above security 
protocols, where most critical threats and vulnerabilities exist 
and where real countermeasures need to be devised.  
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NETWORKS PROTOCOLS & TOOLS FRAMEWORKS 

   

www.pentest-standard.org 
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EXISTING FRAMEWORKS OF PENTESTING 
Intelligence Gathering 
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EXISTING FRAMEWORKS OF PENTESTING 
PTES Technical Guidelines 
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EXISTING FRAMEWORKS OF PENTESTING 
Threat Modeling Vulnerability Analysis 
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EXISTING FRAMEWORKS OF PENTESTING 
Threat Modeling 

Exploitation 
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EXISTING FRAMEWORKS OF PENTESTING 
Threat Modeling Exploitation 

Post Exploitation 
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EXISTING FRAMEWORKS OF PENTESTING 
Reporting 
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NETWORKS PROTOCOLS & TOOLS FRAMEWORKS 

   

www.kali.org 
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EXISTING FRAMEWORKS OF VOIP PENTESTING 
PENETRATION TESTING VOIP WITH KALI 
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EXISTING FRAMEWORKS OF VOIP PENTESTING 
PENETRATION TESTING VOIP WITH KALI 
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EXISTING FRAMEWORKS OF VOIP PENTESTING 
PENETRATION TESTING VOIP WITH KALI 
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EXISTING FRAMEWORKS OF VOIP PENTESTING 
PENETRATION TESTING VOIP WITH KALI 
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EXISTING FRAMEWORKS OF VOIP PENTESTING 
PENETRATION TESTING VOIP WITH KALI 



 
Copyright, Yogesh Malhotra, PhD, 2015 

 
www.yogeshmalhotra.com 63 

EXISTING FRAMEWORKS OF VOIP PENTESTING 
PENETRATION TESTING VOIP WITH KALI 



 
Copyright, Yogesh Malhotra, PhD, 2015 

 
www.yogeshmalhotra.com 64 

EXISTING FRAMEWORKS OF VOIP PENTESTING 
PENETRATION TESTING WITH ‘HACKING VOIP’ 
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EXISTING FRAMEWORKS OF VOIP PENTESTING 
PENETRATION TESTING WITH ‘HACKING VOIP’ 
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EXISTING FRAMEWORKS OF VOIP PENTESTING 
PENETRATION TESTING WITH ‘HACKING VOIP’ 
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EXISTING FRAMEWORKS OF VOIP PENTESTING 
PENETRATION TESTING WITH ‘HACKING VOIP’ 



 
Copyright, Yogesh Malhotra, PhD, 2015 

 
www.yogeshmalhotra.com 68 

EXISTING FRAMEWORKS OF VOIP PENTESTING 
AUDITING VOIP FOR SECURITY WITH ‘HACKING VOIP’ 
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EXISTING FRAMEWORKS OF VOIP PENTESTING 
AUDITING VOIP FOR SECURITY WITH ‘HACKING VOIP’ 



 
Copyright, Yogesh Malhotra, PhD, 2015 

 
www.yogeshmalhotra.com 70 

EXISTING FRAMEWORKS OF VOIP PENTESTING 
PENETRATION TESTING & SECURITY WITH ‘SECURING VOIP’ 
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EXISTING FRAMEWORKS OF VOIP PENTESTING 
PENETRATION TESTING & SECURITY WITH ‘SECURING VOIP’ 
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SYSTEMS AND NETWORKS LEVEL FRAMEWORKS 

ERM 

MRM 

C-FRM 

Connect Enterprise RM concerns to Pen 
Testing RM level concerns. 
 
Align and Streamline Shared RM Goals and 
Outcomes at Top and all Other levels. 
 
RM-Controls Policy Executives cognizant of 
how policy translates into actual execution. 
 
Pen Testing within RM framework of 
importance and resource allocation. 
 
Pen Test team cognizant of contributions to 
value added at overall Enterprise Level. 
 
 

At this specific level the focus of most procedures and 
techniques is at the systems and networks level rather than 
at the more granular level of telecom network protocols. 



 
Copyright, Yogesh Malhotra, PhD, 2015 

 
www.yogeshmalhotra.com 73 

SYSTEMS AND NETWORKS LEVEL FRAMEWORKS 

   

www.owasp.org/index.php/The_OWASP_Testing_Framework 
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EXISTING FRAMEWORKS OF VOIP PENTESTING 
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EXISTING FRAMEWORKS OF PENTESTING 
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RISK MANAGEMENT CONTROLS FRAMEWORKS 

ERM 

MRM 

C-FRM 

Connect Enterprise RM concerns to Pen 
Testing RM level concerns. 
 
Align and Streamline Shared RM Goals and 
Outcomes at Top and all Other levels. 
 
RM-Controls Policy Executives cognizant of 
how policy translates into actual execution. 
 
Pen Testing within RM framework of 
importance and resource allocation. 
 
Pen Test team cognizant of contributions to 
value added at overall Enterprise Level. 
 
 However, for either of SNIF and NPNATF to have real teeth and 

real resources for them to have the needed effect, they need 
to be effectively linked and related to the top level RMCPF.  
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BANKING & FINANCE INDUSTRY VOIP STANDARDS 

“Use of VoIP has become a primary component of enterprise electronic 
communications. As such, it is the conduit for all multimedia electronic 
communications, including voice, short message service (SMS) texts and video.”  

“Since VoIP uses the IP 
protocol, it is vulnerable 
to the usual attacks by 
hackers, malware, etc. 
In addition, failure to 
enforce adequate 
separation between 
voice and data circuits 
implies that if either 
one were to be 
compromised, the 
enterprise would be 
exposed to the partial 
or complete loss of 
both critical functions.” 

“Many organizations have embraced several 
frameworks at an enterprise level, including 
the Committee of Sponsoring Organizations of 
the Treadway Commission (COSO) Internal 
Control Framework. The importance of the 
control framework has been enhanced due to 
regulatory requirements by the US Securities 
and Exchange Commission (SEC) as directed by 
the US Sarbanes-Oxley Act of 2002 and similar 
legislation in other countries. Enterprises seek 
to integrate control framework elements used 
by the general audit/assurance team into the 
IT audit and assurance framework. Since COSO 
is widely used, it has been selected for 
inclusion in this audit/assurance program.” 



 
Copyright, Yogesh Malhotra, PhD, 2015 

 
www.yogeshmalhotra.com 78 

BANKING & FINANCE INDUSTRY VOIP STANDARDS 
VoIP Threat Taxonomy 
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BANKING & FINANCE INDUSTRY VOIP STANDARDS 
ISACA Controls Framework 
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BANKING & FINANCE INDUSTRY VOIP STANDARDS 
ISACA VoIP Audit/Assurance Program 
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BANKING & FINANCE INDUSTRY VOIP STANDARDS 
ISACA VoIP Audit/Assurance Program 
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BANKING & FINANCE INDUSTRY VOIP STANDARDS 
ISACA VoIP Audit/Assurance Program 
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Given above context of risk management, controls, and 
compliance frameworks, compliance can benefit from adapting 
the proposed framework to institution’s specific needs.  

 Integration across the 3 levels of vulnerability analysis and 
penetration testing embedded within overall systems and 
networks controls and overarching risk management 
frameworks can facilitate such context-sensitive adaptation.  

 

e.g. From perspective of the ISACA framework, vulnerability 
assessment and penetration testing can be embedded within 
IT audit framework of assessment of adequacy of internal 
controls for effective risk management and compliance.  

PROPOSED RISK MANAGEMENT FRAMEWORK 
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By adopting and integrating the 3 levels of specific 
frameworks discussed herein, a financial institution can 
develop, maintain, improve, and sustain its enterprise risk 
management and compliance frameworks. 

 
The proposed risk management framework identifies 3 
levels for bridging the gaps in industry frameworks of 
prudent risk management and information assurance.  

 

Context-sensitive adaptation can be enabled by 
integration across vulnerability analysis and penetration 
testing embedded within overall systems and networks 
controls framework and risk management frameworks.  

PROPOSED RISK MANAGEMENT FRAMEWORK 
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