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MODELING OPERATIONAL RISK INCORPORATING REPUTATION RISK: AN 

INTEGRATED ANALYSIS FOR FINANCIAL FIRMS 

 

Christian Eckert, Nadine Gatzert* 

This version: February 9, 2015 

 

ABSTRACT 

 

It has been shown in the empirical literature that operational losses of financial firms 

can cause severe reputational losses, which, however, are typically not taken into 

account when assessing operational risk. The aim of this paper is to fill this gap by 

assessing the consequences of operational risk for a financial firm including reputa-

tional losses. Toward this end, we extend current operational risk models by incor-

porating reputation losses. We propose three different models for reputation risk: a 

simple deterministic approach, a stochastic model using distributional assumptions, 

and by taking into account a firm’s ability to deal with reputation events. Our results 

emphasize that reputational losses can by far exceed the original operational loss and 

that neglecting reputational losses may lead to a severe underestimation of certain 

operational risk types and especially fraud events.  

 

Keywords: Operational risk; reputation risk; Solvency II; Basel III; loss distribution approach; 

Value at Risk  

JEL Classification: G20; G21; G22; G32 

 

1. INTRODUCTION  

 

Operational risks can have severe consequences especially for financial firms (Cummins et al., 

2006) and the magnitude of several large operational loss events in the past1 strongly empha-

sizes the need for an adequate measurement and management of operational risks. In addition, 

in the financial industry, reputational losses are most often caused by operational loss events, 

especially in case of fraud (see, e.g., Perry and de Fontnouvelle, 2005; Cummins et al., 2006; 

Cima, 2007; Conference Board, 2007; Gillet et al., 2010; Fiordelisi et al., 2014), implying that 

an analysis of operational risks should also include a comprehensive assessment of reputation 

risk for financial firms. Thus, the aim of this paper is to conduct a holistic assessment of oper-

ational risks by means of a model that does not only take into account the pure operational loss, 

                                                 
* Christian Eckert and Nadine Gatzert are at the Friedrich-Alexander University Erlangen-Nürnberg (FAU), De-

partment of Insurance Economics and Risk Management, Lange Gasse 20, 90403 Nürnberg, Germany, Tel.: 

+49 911 5302 884, christian.eckert@fau.de, nadine.gatzert@fau.de. The authors would like to thank Martin 

Eling and Joan Schmit for valuable comments on an earlier version of the paper. 
1  Examples include, e.g., the involvement of the CEO of Banca Italease in the Danilo Coppola affair 2007 (see, 

e.g., Young and Coleman, 2009; Soprano et al., 2009), the Société Générale trading loss 2008 (see, e.g., So-

prano et al., 2009) or the UBS rogue trader scandal 2011 (see, e.g., Fiordelisi et al., 2014). 
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but additionally accounts for potentially resulting reputational losses, which to the best of our 

knowledge has not been done so far. The model and the numerical analysis are intended to offer 

first insight into the relation between operational losses and reputational losses by calibrating 

the model consistently based on results from the empirical literature. We further discuss limi-

tations of the presented approach and point out the need for future research in regard to reputa-

tion risk. 

 

A large part of the literature is concerned with the modeling of operational risk, including for 

instance Cruz (2002), McNeil et al. (2005), Chavez-Demoulin et al. (2006), Gourier et al. 

(2009), Chaudhury (2010), Shevchenko (2010), and Brechmann et al. (2014), while Gatzert and 

Kolb (2013) study operational risk from an enterprise perspective under Solvency II with focus 

on the insurance industry. Another part of the literature empirically analyzes operational loss 

data. While most of these studies examine empirical data from the banking sector (see, e.g., 

Moscadelli, 2004; de Fontnouvelle et al., 2003; Dutta and Perry, 2006), Hess (2011b) also in-

vestigates operational loss data for insurance companies. Furthermore, Hess (2011a) examines 

the impact of the financial crisis on operational risk. 

 

In addition, a further and still rather new strand of the literature empirically examines the impact 

of operational risk events on reputational losses based on event studies by examining stock 

market value reactions that exceed the pure operational loss. While some papers focus on the 

banking industry (Perry and de Fontnouvelle, 2005; Fiordelisi et al., 2013, 2014), others also 

include the insurance industry (Cummins et al., 2006; Cannas et al., 2009) or consider the fi-

nancial (services) industry in general (Gillet et al., 2010; Biell and Muller, 2013; Sturm, 2013). 

Most authors thereby find significant negative stock market reactions to operational losses that 

exceed the announced operational loss size, thus indicating substantial reputational losses, and 

most find that these losses are especially pronounced for (internal) fraud events. Fiordelisi et 

al. (2014) further show that reputational losses of banks are higher in Europe than in North 

America. The consideration of reputational losses arising from operational risk events is thus 

of high relevance. 

 

In general, the potential impact of a bad reputation on the financial situation of the company 

can be fatal (see Kamiya et al., 2013), and reputation is even more important in the financial 

industry, especially for banks and insurers, whose activities are based on trust, reputation is a 

key asset and therefore an adequate management of reputational risk is vital (see Fiordelisi et 

al., 2014). Reputation risk is becoming increasingly important for firms especially against the 

background of the increasing prominence of social media and the internet, where particularly 

bad news spread faster. Finally, reputation risk is also of high relevance in the context of Sol-

vency II and Basel III, the new regulatory frameworks for European insurance companies and 
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global banks, where all relevant risks must be adequately addressed qualitatively and quantita-

tively in a holistic and comprehensive way. In this context, while for operational losses different 

types of insurance policies are available for different event types, reputational risk insurance as 

a stand-alone product has only recently been introduced (see Gatzert et al., 2013).  

 

Overall, the literature so far has thus studied various aspects of operational and reputational 

risk, but the models for operational risk generally do not take into account the resulting reputa-

tional losses. Therefore, the aim of this paper is to extend current models for operational risk 

by incorporating resulting reputational losses as observed in the empirical literature for finan-

cial firms. We thereby propose three different ways of adding reputation risk, including a simple 

deterministic approach, a stochastic model using distributional assumptions, and by integrating 

a probability of a reputation loss that reflects a firm’s ability to deal with reputation events (e.g., 

crisis communication). In a numerical analysis, we calibrate the model based on consistent em-

pirical data, which allows a comprehensive assessment of the impact of operational and repu-

tational risk. We thereby also study the impact of firm characteristics (market capitalization and 

total assets) by integrating a scaling approach (based on Dahen and Dionne, 2010) in the oper-

ational and reputational risk model.  

 

Accounting for reputation risk is of high relevance as it represents a risk of risks and should 

thus be taken into account when assessing underlying risks such as operational risks that may 

result in reputational losses. By proposing a simple model framework, we aim to provide first 

insight into the quantitative effects of reputational losses resulting from operational risks. The 

extended model thereby allows a more precise analysis of operational risks and the relevance 

of individual risk types, which is vital for risk management decisions and to ensure an adequate 

allocation of resources for preventive measures, for instance. One main finding based on the 

consistently calibrated model is that reputational losses can by far exceed the original opera-

tional losses and that the distribution of losses among event types changes and shifts towards 

internal and external fraud events. 

 

The paper is structured as follows. Section 2 discusses the relation between operational and 

reputation risk, while Section 3 introduces the model framework. Analytical analyses for the 

mean loss and the standard deviation of operational and reputational losses are provided in 

Section 4. Section 5 contains numerical analyses based on empirical results from the literature, 

and Section 6 summarizes and discusses implications. 
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2. OPERATIONAL AND REPUTATION RISKS 

 

2.1 Corporate reputation 

 

While there is a substantial amount of literature regarding corporate reputation, the definitions 

vary. Literature reviews of definitions of reputation are thereby given in, e.g., Fombrun et al. 

(2000), Rindova et al. (2005), Barnett et al. (2006), Walker (2010), Helm (2011), and Clardy 

(2012). According to Wartick (2002) and Walker (2010), the definition of corporate reputation 

from Fombrun (1996) is used most often. Fombrun (1996, p. 72) defines corporate reputation 

as “a perceptual representation of a company’s past actions and future prospects that describes 

the firm’s overall appeal to all of its key constituents when compared with other leading rivals”. 

Brown and Logsdon (1997) name three key elements of this definition, being 1) that corporate 

reputation is of perceptual nature, 2) that it is a net or aggregate perception by all stakeholders 

and 3) that it is comparative vis-à-vis some standard (see Wartick, 2002). Recently, considering 

the above mentioned points, Fombrun (2012) proposed a new definition of corporate reputation 

in which he distinguishes between the stakeholder groups: “A corporate reputation is a collec-

tive assessment of a company’s attractiveness to a specific group of stakeholders relative to a 

reference group of companies with which the company competes for resources” (Fombrun, 

2012, p. 100). 

 

2.2 Reputation risk 

 

Reputation risk is generally defined as a risk of risks. Solvency II, the European regulatory 

framework for insurers, for instance, defines reputation as the “risk that adverse publicity re-

garding an insurer’s business practices and associations, whether accurate or not, will cause a 

loss of confidence in the integrity of the institution. Reputational risk could arise from other 

risks inherent in an organization’s activities. The risk of loss of confidence relates to stakehold-

ers, who include, inter alia, existing and potential customers, investors, suppliers, and supervi-

sors” (see Comité Européen des Assurances (CEA) and the Groupe Consultatif Actuariel Eu-

ropeen, 2007). In a more recent consultation paper of the banking regulation framework Basel 

II, an updated definition of reputation risk states that „reputational risk can be defined as the 

risk arising from negative perception on the part of customers, counterparties, shareholders, 

investors or regulators that can adversely affect a bank’s ability to maintain existing, or establish 

new, business relationships and continued access to sources of funding (e.g., through the inter-

bank or securitization markets). Reputational risk is multidimensional and reflects the percep-

tion of other market participants. Furthermore, it exists throughout the organization and expo-

sure to reputational risk is essentially a function of the adequacy of the bank’s internal risk 

management processes, as well as the manner and efficiency with which management responds 
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to external influences on bank-related transactions” (Basel Committee, 2009, p. 19). Other def-

initions of reputation risk additionally explicitly refer to the risk of a financial loss (see, e.g., 

KPMG, 2012; Conference Board, 2007).  

 

Overall, reputation risk can thus be described by the causal chain of events in that a reputational 

risk event leads to negative perceptions by a firm’s stakeholders (e.g., consumers, counterpar-

ties, shareholders, employees, regulators), thus deteriorating corporate reputation. This in turn 

potentially implies a change in the behavior of stakeholders (e.g., customers do not buy products 

of the company, talented employees leave the firm), which can lead to financial losses for the 

firm, which will be the focus in the following analysis.  

 

2.3 Operational loss events as triggers for reputational losses 

 

In the following, we specifically focus on operational risk2 events and their consequences re-

garding resulting reputational losses and follow the respective empirical literature (see, e.g., 

Perry and de Fontnouvelle, 2005; Gillet et al., 2010; Fiordelisi et al., 2013; Walter, 2013; 

Fiordelisi et al., 2014), where reputational loss is defined as the financial loss caused by an 

underlying (here: operational) risk event, which exceeds the actual (operational) loss of the 

underlying event. Reputational loss is thereby measured as the market value loss using cumu-

lative abnormal returns (CAR) for a certain event window that exceeds the operational loss3 

and which reflects estimated financial effects in the sense of deteriorated future prospects. 

 

As described before, there are several empirical studies that investigate reputational losses 

caused by operational loss events in the financial services industry and that show significant 

stock market reactions that exceed the pure operational loss (Perry and de Fontnouvelle, 2005; 

Cummins et al., 2006; Cannas et al., 2009; Gillet et al., 2010; Biell and Muller, 2013; Fiordelisi 

et al., 2013; Sturm, 2013; Fiordelisi et al., 2014). Overall, one can conclude from the findings 

in the empirical literature that the consideration of reputational losses is of high relevance when 

analyzing operational losses. 

 

  

                                                 
2  The Basel II Committee defines operational risk “as the risk of loss resulting from inadequate or failed internal 

processes, people and systems or from external events. This definition includes legal risk, but excludes strategic 

and reputational risk” (Basel Committee, 2004, p. 137). Operational risk can be categorized in the following 

event types: 1) internal fraud, 2) external fraud, 3) employment practices & workplace safety, 4) clients, prod-

ucts & business practices, 5) damage to physical assets, 6) business disruption & system failures, 7) execution, 

delivery & process management. 
3  This approach can thus only be applied to publicly traded companies. A detailed description is provided in 

Section 3. 
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3. MODEL FRAMEWORK 

 

Due to the fact that reputation risk can generally be considered as a risk of risks, it should be 

taken into account when assessing other (underlying) risks, which may imply reputational 

losses in case of their occurrence. This is especially relevant in case of operational losses as laid 

out in the previous section. By extending the current approaches used to quantify operational 

risk, we thus aim to gain a better understanding of the impact of reputation risk as a result of 

operational losses and, in addition, the model allows us to better assess the consequences of 

operational risks. Neglecting potential reputational losses may lead to an underestimation of 

certain operational risk types, which in turn may imply an inadequate allocation of resources in 

enterprise risk management and preventive measures regarding operational risk, for instance.  

 

In what follows, we first present a model for quantifying operational and reputational losses for 

a single firm, whereby focus will later be laid on the banking industry due to the available 

empirical analyses in the academic literature, which can be used for calibrating the model.  

 

3.1 Modeling operational losses 

 

The following model used to quantify operational losses only represents one way of modeling 

operational risk, and various other approaches are possible.4 In case other operational risk mod-

els appear more suitable for the respective situation of the firm, the inclusion of reputational 

risk can be done in the same way as presented in the following subsection. The total loss Sl 

resulting from operational risk5 in a certain period (e.g., one year) for a certain firm l is given 

by  

 

,

1 1 1

l
iNI I

l l l

i i k

i i k

S S X
  

   ,   (1) 

where l

iS  denotes the operational loss of firm l resulting from event type  i = 1,…,I, l

iN  is the 

number of losses due to event type i during the considered period and ,

l

i kX  represents the se-

verity of the k-th loss of event type i in the considered period.  

 

In what follows, we assume independence6 between the respective losses ,

l

i kX  (for all i) and 

between the severity ,

l

i kX  and the frequency of losses l

iN  (see, e.g., Angela et al., 2008). Addi-

tionally, we assume for all i that the number of losses follows a Poisson process with intensity 

                                                 
4  See, e.g., Chaudhury (2010) for an overview of operational risk models. 
5  Note that in banking, for instance, the operational loss typically depends on the business line; in what follows, 

to keep the notation simple we omit a superscript for the respective business line. 
6  Dependencies between different event types can be modeled via copulas, for instance, (see, e.g., Angela et al., 

2008). 
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l

i  and that the severity of the loss ,

l

i kX  follows a truncated lognormal distribution with trun-

cation point Tl and parameters l

i  and l

i .7  

 

3.2 Modeling reputational losses as a consequence of operational losses 

 

To be able to calibrate the model based on empirical data and to obtain first insight regarding 

the impact of reputational losses, we follow the empirical literature for the financial industry 

(e.g., Perry and de Fontnouvelle, 2005; Cummins et al., 2006; Gillet et al., 2010; Fiordelisi et 

al., 2013, 2014) and – as described before – consider reputational loss as the market value loss 

(i.e. the loss actually registered in stock returns) that exceeds the announced operational loss 

using the cumulative abnormal return (CAR) for a given event window around the date of the 

operational loss event.8 The following description is based on Perry and de Fontnouvelle (2005) 

and Fiordelisi et al. (2014). 

 

The general model 

 

Stock markets are assumed to be efficient in that public information is incorporated into stock 

prices within a short period of time. Based on an event study, stock return changes can be 

measured around the date of an operational loss announcement to account for the possibility of 

information leakage. The date of the announcement of the operational loss event is defined as 

day zero (t = 0) and the considered event window is the time window that takes into account τ1 

days before and τ2 days after the date of the announcement (the largest event window typically 

ranges from 20 days before to 20 days after the date of the announcement). For each firm, the 

normal stock rate return l

tR  of a considered firm l at day t is measured by 

 

, ,l l l l

t mkt t tR R       

 

where Rmkt,t denotes the rate of return for selected benchmarks, α the idiosyncratic risk compo-

nent of the share, β the beta coefficient of the share, and εt the error term. Using an ordinary 

least square regression of Rt on Rmkt,t  for a (typically) 250-working day estimation period (e.g., 

from the 270th to the 21st day before the loss announcement in case of a +/- 20 day event win-

dow), the α and β coefficients are estimated for each firm. For each day t (unequal to day zero) 

the abnormal return ( ; ,l i k

tAR ), given the k-th operational loss of type i in the considered time 

period, is defined as 
; ,

,

l i k l l l

t t mkt tAR R R     . 

                                                 
7  Note that the implementation of a truncation point is necessary in case the model is calibrated based on external 

empirical data, since such databases typically consider operational losses only above a certain threshold. In 

case internal data is used, a scaling model with truncation point is not needed. 
8  This assumption can be replaced with other measures of reputational loss (e.g., as related to lost revenues etc.). 

However, to the best of the authors’ knowledge, empirical studies with such measures are not available. 
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To isolate the reputational effect, the abnormal return for day zero ( ; ,

0

l i kAR ) is defined as 

 

,; ,

0 0 ,0

0, ,

ˆ l

i kl i k l l l

mkt l

i k

X
AR R R

M
      , 

 

where 
,

ˆ l

i kX  is the announced loss from the k-th operational loss of event type i for firm l and 

0, ,

l

i kM  denotes the market capitalization of the considered firm at the beginning of day 0 of this 

operational risk event, implying a corresponding cumulative abnormal return (CAR) for a given 

event window  1 2,   for one firm l in the sample (where only one operational loss event is 

assumed to occur) of 

 

 
2

1

; ,

, 1 2,l l i k

i k t

t

CAR AR




 


 .     (2) 

 

We then define the reputational loss ,

l

i kY  following an operational loss ,

l

i kX  as the product of 

market capitalization at the beginning of day 0 and the CAR (of the considered event window), 

i.e.9  

 

 
 ,

, 0, , , 1 2, 1 ,l R
i k i

l l l

i k i k i k X H
Y M CAR  


         (3) 

 

given that the operational loss ,

l

i kX  exceeds a threshold R

iH , above which reputational losses 

of size  0, , , 1 2,l l

i k i kM CAR     occur.  

 

Thus, the total reputational loss Rl of firm l resulting from operational risk in the considered 

period is given by 

 

 
 ,

, 0, , , 1 2

1 1 1 1

, 1

l l
i i

l R
i k i

N NI I
l l l l

i k i k i k X H
i k i k

R Y M CAR  


   

      .   (4) 

 

The frequency of reputational losses is thus assumed to be equal to the frequency of operational 

losses. In case a certain operational loss event type does not imply a reputational loss, the rep-

utational loss severity is set to zero when calibrating the model ( ,

l

i kY = 0). 

 

In what follows, we compare three approaches to specify the CAR in Equation (4) and thus to 

derive reputational losses based on different assumptions. 

                                                 
9  Cummins et al. (2006) measure the market value response in a similar way, but use the market capitalization 

at the beginning of the event window. In general, it would be more precise to multiply the daily abnormal 

return with the market capitalization at the beginning of each day as is done in Karpoff et al. (2008).  
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Approach 1: Deterministic integration of reputational losses using the average observed CAR  

 

In a first approach we deterministically integrate the reputational loss by using the average 

cumulative abnormal returns  
_______

1 2,iCAR    for event type i, assumed to be the same for each 

occurring operational loss event k of type i, where the mean is derived for the sample of firms 

considered in the event study (this assumption is relaxed in the second approach). The average 

CAR is thereby estimated based on event studies (e.g., Fiordelisi et al., 2014) and thus depends 

on the event type, i.e. in Equation (4), we use 

 

 
 ,

________

, 0, , 1 2, 1 .l R
i k i

l l

i k i k i X H
Y M CAR  


          

 

While this model does not imply a stochastic behavior for reputational losses, it allows first 

insight regarding the expected (mean) operational and reputational loss depending on the event 

type, which is especially helpful against the background of difficult data availability (which 

already arises for operational loss data). 

 

Approach 2: Stochastic integration of reputational losses using distributional assumptions for 

the CAR 

 

The first approach can be extended by assuming a probability distribution for the CAR and by 

assuming independence between the  , 1 2,l

i kCAR    for all k and for all i, and between the 

 , 1 2,l

i kCAR    and the frequency (number) of operational losses of event type i, l

iN  (for all k 

and for all i), as well as between the  , 1 2,l

i kCAR    and the severity of the operational loss ,

l

i kX  

(for all k and for all i). To estimate the severity of reputational losses for the considered firm l, 

one could thus estimate the distribution of the CAR based on the whole event study sample 

(using Equation (2)). However, even though there are a few papers that empirically study rep-

utational losses as a consequence of operational losses, only Cannas et al. (2009) fit a severity 

distribution for reputational losses for a small sample of 20 bank and insurance company events 

and, based on this, derive the “reputational value at risk”. They assume that the cumulative 

abnormal returns are independent of the severity of the underlying operational losses and state 

that the cumulative abnormal returns following an internal fraud event exceeding $20 million 

are well fitted using a logistic distribution. However, they do not focus on other operational loss 

event types than internal fraud and there is currently still only very little research in this regard. 

 

However, to obtain a first impression of the impact of stochasticity in regard to reputational 

losses, we assume in this second approach that the cumulative abnormal return  , 1 2,l

i kCAR    

in Equation (4) follows a logistic distribution with parameters αi and βi. Logistically distributed 
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random variables can assume any real number, implying that in contrast to the first approach, 

an operational loss does not need to lead to additional losses in market capitalization and that 

even gains are possible. This is also consistent with Fiordelisi et al. (2014), who find that only 

about 50% to 57% (depending on the event window) of the considered operational losses lead 

to negative cumulative abnormal returns.  

 

Approach 3: Stochastic integration of reputational losses using distributional assumptions for 

the CAR and a probability of occurrence 

 

In a third approach we explicitly take into account the probability with which reputational losses 

occur, which also allows taking into consideration, e.g., firm characteristics or the ability for 

crisis management and crisis communication after a reputation risk event. Toward this end, we 

adapt the approach in Fiordelisi et al. (2013), who sort the observed CARs in their sample ac-

cording to size and only consider a CAR in the lowest third as “reputational damage” and all 

other cases as “no reputational damage”. They then estimate the probability of suffering a rep-

utational damage (i.e., a CAR in the lowest third) depending on firm and other characteristics 

using an ordered logit model and a partial proportional odds model. 

 

In what follows, we integrate these considerations as a third possible method to address repu-

tational losses, which are weighted by a probability that reflects the firm’s ability to deal with 

reputation risk events, by first splitting the distribution of the ,

l

i kCAR  in two parts, the one 

below the critical level x (e.g., ,1/3ix q  the 1/3-quantile of ,

l

i kCAR  in case of Fiordelisi et al., 

2013), which is then considered as a “reputational damage”, and the CAR values above this 

level. Thus, for the CAR following an operational loss event of type i, let ,
l
i kL CAR 

 
 denote 

the distributional law of this random variable and let the new random variables , ,
l
i k xU  and , ,

l
i k xV  

have distributional laws 

 

, , , ,
l l l
i k x i k i kL U L CAR CAR x    

   
                           

 

and  

 

, , , ,
l l l

i k x i k i kL V L CAR CAR x    
   

,                        

 

whereby the first random variable represents the case of a reputational damage for a given level 

x. To take into account that the probability of a reputational damage (i.e. that the CAR falls 

below the level x) may differ depending on the firm’s ability, we introduce another random 

variable , ,
l

i k xP , which is equal to 1 with probability ,
l
i xp  and 0 with probability ,1 l

i xp  and 

assume that the , ,
l

i k xP  are independent for all i and for all k. 
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Thus, the total reputational loss Rl of firm l resulting from operational risk in the considered 

period is then given by replacing the CAR in Equation (4) by the conditional distribution of the 

CAR, i.e. the severity of the reputational loss, which is weighted with a random variable that 

expresses the risk (probability) of actually experiencing a reputational damage, i.e. that the CAR 

falls below the critical level x, e.g., using the same distributional assumptions for the CAR as 

in the second approach. Thus, Equation (4) becomes 

 

    ,
, 0, , , , , , , , , ,

1 1 1 1

1 1 .

l l
i i

l R
i k i

N NI I
l l l l l l l

i k i k i k x i k x i k x i k x X H
i k i k

R Y M P U P V


   

                              (5) 

 

Note that this approach allows changing the actual probability of occurrence of reputational 

damages, which can be higher or lower than the one actually associated with the CAR. If the 

critical level x is set to the 1/3-quantile of CAR and the probability of occurrence is also set to 

1/3 ,( 1/ 3)l
i xp  , Equation (5) corresponds to Equation (4). In case ,

l
i xp  is set to a lower value, 

the probability of a reputational damage, i.e. that the CAR falls below the 1/3-quantile, is re-

duced due to actions taken by the firm (adequate crisis management etc.). 

 

The ,
l
i xp  can thus be interpreted as the ability of the firm to handle crisis communication or the 

strength of the brand and can be estimated, e.g., by means of historical data, by expert surveys 

or by means of an ordered logit model or a partial proportional odds model as done in Fiordelisi 

et al. (2013). The severity of the reputational loss may also depend on firm characteristics in 

addition to the characteristics of the underlying operational risk event (see Sturm, 2013; 

Fiordelisi et al. 2014), which can implicitly be taken into account here using scenario analysis 

or if sufficient data is available for calibrating the model. Following Fiordelisi et al. (2013) one 

further could model the probability (and extent) of a reputational damage depending on various 

firm and event characteristics, as they take into account firm characteristics (e.g., price-book 

value ratio, equity capital, bank size), event characteristics (the business line in which the op-

erational loss occurred and the size of the operational loss) and other characteristics (GDP, 

inflation).  

 

Limitations 

 

The presented simplified approaches to measure reputational losses are associated with several 

restrictions and limitations. In particular, a stock company is needed and we assume that repu-

tational losses can be described by the cumulative abnormal returns as is done in the empirical 

literature. In this regard, choosing the appropriate event window is not entirely straight forward, 

which is why empirical studies typically compare different event windows (mostly up to 20 

days around the event window). Furthermore, losses in market capitalization (used for approx-
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imating reputational losses) could also be impacted by other aspects, e.g., an initial overestima-

tion of the operational loss size. In addition, more research is necessary regarding the probabil-

ity distribution of the cumulative abnormal returns used in the second and third approach. The 

assumption of a logistic distribution is based on only few observations and only internal fraud 

events. However, as we are not aware of other empirical or theoretical literature to date that 

aims to quantify reputational losses in the present setting, the proposed approaches should allow 

first relevant insight into reputation risks resulting from operational losses. 

 

4. ANALYTICAL ANALYSES 

 

In what follows, we provide closed-form expressions for estimating the expected loss and var-

iance whenever possible. We thereby assume a fixed market capitalization lM for ease of repre-

sentation and calculation. While we can derive closed-form expressions for the expected oper-

ational and reputational loss and the variance of the operational and reputational loss (for the 

first and second approach), this is not possible for risk measures such as the value at risk, for 

instance, without further assumptions regarding the distribution of operational losses. In this 

case, we later revert to simulation techniques. 

 

4.1 Scaling the frequency and severity of operational losses 

 

Frequency and severity of operational losses generally depend on firm characteristics (see, e.g., 

Dahen and Dionne, 2010). As we need to rely on external databases when calibrating the oper-

ational risk model, a scaling model is necessary to adjust the external data to the assumed char-

acteristics of the considered firm l. In addition, the scaling model ensures an empirical analysis 

that is as consistent as possible and allows us to obtain deeper insight regarding the impact of 

firm characteristics on operational and reputational losses. In what follows, we apply the scaling 

model proposed in Dahen and Dionne (2010) for banks for the severity and frequency of exter-

nal operational loss data.  

 

In case a firm m that caused an operational loss can explicitly be identified in the external da-

tabase, one can directly use the observed operational loss 
,

ˆ
m m

m

i j
X  (event type 

mi  and business 

line 
mj  ) of firm m and scale the observed loss by means of the size (measured by total assets) 

of firms m and l and depending on the event type as well as the business line of the loss in order 

to obtain an estimate for the operational loss of firm l. Thus, let Am and Al be the total assets of 

firms m and l, respectively. Dahen and Dionne (2010, p. 1487) show that the operational loss 

of firm l (event type 
li  and business line 

lj ) can be well described by 
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where the respective input parameters for the seven event types (n) and the eight business lines 

(p) can be found in Dahen and Dionne (2010, p. 1490) (“model 3”). A simplified scaling ap-

proach also discussed in Dahen and Dionne (2010), but with considerable less explanatory 

power as pointed out by the authors, does not distinguish between business lines, assumes that 
l mi i i  , and only scales the observed operational loss ˆ m

iX  by means of the size (measured 

by total assets) of firms m and l. The operational loss of firm l is then given by 

 

 
 

0.1809
exp 0.1809 log

ˆ ˆ ˆ .
exp 0.1809 log

l l
l m m

i i i mm

A A
X X X

AA

  
    

  
 (6) 

 

Since external databases generally do not provide information regarding which firm caused the 

operational loss, thus implying that Am may not be known, we further adjust Equation (6) by 

using the average of the total assets of all firms in the considered external database, denoted by 

AE. Thus, each observed operational loss in the external database ˆ
iX  can then be approximately 

scaled to the size of firm l by 

 
0.1809

ˆ ˆ .
l

l

i i E

A
X X

A

 
  

 
  (7)  

 

The severity distribution for firm l ,

l

i kX  can thus be estimated based on the scaled observations 

from the database ˆ l

iX  in Equation (7). In particular, the expected value and variance of the 

operational losses of firm l can be extracted from the database by scaling the values (expected 

value and variance) from the database using Equation (7).  

 

Furthermore, Dahen and Dionne (2010) also provide methods to scale the frequency of opera-

tional losses depending on the firm l’s characteristics (total assets Al, bank capitalization Bl,10 

mean salary MSl,11 and real GDP growth12 GDPl). As we assume that the number of operational 

losses follows a Poisson process with intensity ,l  following Dahen und Dionne (2010), this 

can be expressed by  

                                                 
10  Capital divided by total assets (see Dahen and Dionne, 2010). 
11  Salaries and employee benefits divided by the number of full-time equivalent employees on the payroll (see 

Dahen and Dionne, 2010). 
12  Annual growth of Gross Domestic Product (GDP) depending on the country of firm l (see Dahen and Dionne, 

2010). 
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 , , ,l l l l lg A B MS GDP  .     (8) 

 

As the scaling model does not distinguish between different event types, we extend Equation 

(8) by taking into account the portion pi of the respective event type i in the database, i.e., 

 

      

   
i

number of operational losses of type i
p

number of operational losses
 , 

 

implying that the operational loss intensity of firm l is approximated by 

 

 , , , .l l l l l

i ip g A B MS GDP     (9) 

 

In addition, since Dahen and Dionne (2010) consider a period of ten years, to obtain the inten-

sity for operational losses in one year, the function g in Equation (9) is obtained by scaling the 

function in Dahen and Dionne (2010) with a factor of 1 10 , i.e. 

 

   1 2 3 4 5

1
, , , exp log ,

10

l l l l l l l lg A B MS GDP A B MS GDP                              (10) 

 

where the respective input parameters can be found in Dahen and Dionne (2010, p. 1493). 

 

Note that these scaling assumptions are only made in order to conduct a more consistent em-

pirical analysis and to obtain deeper insight regarding the impact of company characteristics on 

operational and reputational losses. One can also assume a distribution for operational losses 

along with estimated input parameters for the firm and then conduct the same analysis using 

the approaches proposed in this paper and without using these scaling approaches. 

 

4.2 Operational losses 

 

For the distributional assumptions laid out above (Poisson distribution), the mean operational 

loss of event type i depending on the firm’s total assets is thus given by 

 

 

, ,1 ,1

1
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    (11) 

 

where the second equation holds according to Wald (1944) and ,1iX  is one representative for 

the operational loss of event type i from the external database that is used for scaling firm l’s 
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operational losses (identically distributed for all k) (see Equation (7)). The variance of the op-

erational losses is given by 
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where the second equation holds according to Blackwell-Girshick (see Klenke, 2011), because 
l

iN  and ,

l

i kX  are independent (for all k) and ,

l

i kX  are independent and identically distributed. 

The expected value and variance of the total operational losses are then given by 
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given that the operational losses are independent for different event types i. 

 

4.3 Reputational losses 

 

Using the first or second approach, based on Equation (4), the expected reputational loss l

iR  

associated with an operational loss event type i can be similarly derived by 
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where    ,1 1 2 1 2, ,l

i iE CAR CAR        in case of the first and  ,1 1 2,l

i iE CAR        in case 

of the second approach.  

 

In Equation (15), the only unknown is the probability that the operational loss exceeds the 

threshold above which a reputational loss occurs. Given that the external database provides the 
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respective information, one can estimate the probability from the number of observations. Al-

ternatively, a certain distribution can be assumed for operational losses, which allows a specific 

derivation of the probability. In case of lognormally distributed loss severities, this probability 

is given by 
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The variance is similarly given by 
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with      
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,1 1 2 1 2, ,l

i iE CAR CAR     
  

 in the first and   
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in the second approach. The expected value and variance of the total reputational loss is derived 

as in Equations (13) and (14). 

 

5. NUMERICAL ANALYSIS BASED ON EMPIRICAL ESTIMATES 

 

5.1 Input parameters 

 

There are only a few papers that provide empirical estimates for operational losses depending 

on the event type and the bank’s business line (e.g., Moscadelli, 2004; Angela et al., 2008; 

Basel Committee, 2008; Dahen and Dionne, 2010; Cummins et al., 2012) and even fewer papers 

on the empirical quantification of reputational losses resulting from operational losses (e.g., 

Cannas et al., 2009; Fiordelisi et al., 2013, 2014). Thus, in order to calibrate our model and to 
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obtain first insight into the central effects of the interaction of operational and reputational 

losses, we use input parameters based on empirical estimates from the literature that ensure a 

mostly consistent and empirically realistic calibration. 

 

As discussed previously, the calibration regarding operational losses is based on Dahen and 

Dionne (2010), who estimate mean and standard deviation of the severity as well as the intensity 

of the frequency of operational losses exceeding $1 million for all event types and business 

lines in case of banks, where we assume a lognormal distribution with truncation point T = $1 

million for the operational loss severity and a Poisson distribution for the frequency of the dif-

ferent event types. Reputational losses are added based on the results by Fiordelisi et al. (2014), 

who are the only ones to explicitly estimate the CAR depending on the event type and business 

line. As Dahen and Dionne (2010) and Fiordelisi et al. (2014) both use Algo OpData, their data 

bases are at least mostly comparable when considering the time periods (1994-2003 and 1994-

2008) and the fact that the former include 300 operational losses of U.S. bank holding compa-

nies exceeding $1 million and the latter use 430 operational losses of European and North 

American banks exceeding $1 million.  

 

We follow Dahen and Dionne (2010) and consider a U.S. bank l with market capitalization Ml, 

total assets Al, bank capitalization Bl, mean salary Sl and real GDP growth Gl as shown in Table 

1 (needed for scaling the external operational losses to the individual firm). For simplicity we 

assume that these parameters are constant over time (in the considered period) and then conduct 

robustness tests. Since information on the market capitalization is not available in Dahen and 

Dionne (2010), we set this value based on empirical results of Cummins et al. (2006) and ensure 

that the parameter fits the remaining assumptions.13 The impact of market capitalization and 

total assets will further be studied in detail later. 

 

Table 1: Input parameters for the considered firm at time t = 0 (base case) 
Market capitalization  Ml $9 billion 

Total assets Al $100 billion 

Total average assets in external database AE $38.617 billion 

Bank capitalization Bl 0.1 

Mean salary Sl $50,000  

Real GDP growth Gl 3.7 

Notes: Parameters (except market capitalization) are based on the parameters of a firm considered in Dahen and 

Dionne (2010, p. 1494, Table 9); market capitalization is based on empirical results from Cummins et al. (2006) 

and calibrated to fit the remaining parameters. 

                                                 
13  Cummins et al. (2006) provide statistics of U.S. banks, where the median of the market capitalization is $11,818 

million and the median of the total assets is $133,381 million. Following Dahen and Dionne (2010), we con-

sider a firm with total assets of $100,000 million. To approximately ensure the same ratio between total assets 

and market capitalization as in Cummins et al. (2006), we set the market capitalization to $9,000 million.  
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The input data for the (external) operational loss events used to scale the considered firm l are 

also based on empirical results from Dahen and Dionne (2010) and laid out in Table 2.14 Rep-

utational losses resulting from operational risk events (in the banking industry) are based on 

Fiordelisi et al. (2014) using the mean CAR depending on the event type in percent of the 

market capitalization (right column of Table 2). The mean CAR is based on the event window 

(-10,10)15 for every event type.  

 

Fiordelisi et al. (2014) consider operational losses exceeding $1 million and find that these 

losses (on average) cause significant reputational losses, i.e. 1.R

iH   In addition, Dahen and 

Dionne (2010) also consider only operational losses exceeding $1 million. Therefore, to obtain 

the mean operational and reputational losses (considering only operational losses exceeding $1 

million) as well as the variance of these losses, we do not need any distributional assumptions 

regarding the severity distribution of the operational losses, as the exceedance probability 

(Equation (16)) can be omitted since the data is consistent in only taking into account opera-

tional losses above $1 million (see also Equations (15) and (17)). However, to determine risk 

measures such as the value at risk, distributional assumptions are needed.  

 

Table 2: Input parameters of external operational loss data used for scaling depending on the 

event type and input parameters for reputational losses 
  Severity of op. loss in  

$ million*  

Intensity of op. loss* Severity of rep. loss**  

i Event type  Mean Standard  

deviation 

i (see Eq. (9)) Mean CAR in % of 

market capitalization 

1 Internal fraud 9.413 17.855 0.0220 -3.222% 

2 External fraud 16.640 31.253 0.0314 -2.519% 

3 Employment 

practices & work-

place safety 

8.917 15.338 0.0072 -1.617% 

4 Clients, products 

& business prac-

tices 

31.469 67.281 0.0581 -1.048% 

5 Execution deliv-

ery & process 

management 

13.869 18.011 0.0072 -0.652% 

Notes: *Dahen and Dionne (2010, p. 1488): estimates for the entire external database; basis for scaling; 

**Fiordelisi et al. (2014) 

 

                                                 
14  Due to a lack of observations, we do not include the two event types “damage to physical assets” and “business 

disruption and system failures”. 
15  Cummins et al. (2012) found this event window to be appropriate for U.S. banks. In addition, we note that the 

mean CAR for “Execution delivery & process management” (to measure reputational losses) is not significant 

for the event window (-10,10), but for the event windows (0,10) and (0,20). For consistency reasons, however, 

the mean CAR is taken for the even window (-10,10) for all event types. We also conducted robustness tests 

using alternative event windows as shown later. 
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Given the parameters in Table 1 and the empirical results in Dahen and Dionne (2010) as given 

in Table 2, using the scaling approaches we obtain the parameters l

i   and l

i  in Table 3 for a 

lognormal distribution with truncation point T = $1 million (severity). 

 

Table 3: Input parameters for the lognormal distribution of operational losses with truncation 

point T = $1 million (severity) scaled to firm l (see Table 1) depending on the event type  
i Event type Lognormal (severity) 

µi σi 

1 Internal fraud 1.497 1.272 

2 External fraud 2.168 1.245 

3 Employment practices & workplace safety 1.517  1.214 

4 Clients, products & business practices 2.733 1.318 

5 Execution delivery & process management 2.291 0.999 

Notes: The empirical results from Table 2 regarding mean and standard deviation of the severity of operational 

losses (depending on the event type i) are scaled by means of Equation (7) to the size of firm l. Based on these 

means and standard deviations, we obtain the parameters µi and σi of the associated lognormal distribution in 

Table 3 with truncation point T=$1 million as follows:        2exp 2E X a a         and 

         
22exp 2 2 2 ,Var X a a E X          where  ln .a T     

 

Where closed-form solutions derived in Section 4 cannot be applied, we use Monte Carlo sim-

ulation with 10 million runs, whereby for comparability the random numbers are fixed for all 

examples. In addition, we ensured the robustness by comparing results for different sets of ran-

dom numbers. 

 

5.2 Assessing operational losses incorporating reputational losses using the average repu-

tational loss (mean CAR) – Approach 1 

 

Studying the mean loss 

 

Based on the mostly consistent and realistic input parameters (see previous subsection), we 

apply the first approach by integrating reputational losses using the average cumulative abnor-

mal returns (CAR) as shown in Table 2. Results are displayed in Table 4 including the mean 

operational and reputational loss depending on the event type in the base case (Tables 1 and 2), 

which are derived based on the closed-form expressions in Section 4. As can be seen, the ex-

pected reputational loss considerably exceeds the operational loss, which holds for every event 

type (total reputational loss: $20.45 million; total operational loss: $3.23 million).  
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Table 4: Mean annual operational and reputational losses depending on the event type (values 

in million $) based on Tables 1 and 2 (see Equations (11) and (15)) 
 Operational loss Reputational loss Total loss 

Operational risk event type Mean % of total Mean % of total Mean % of total 

Internal fraud 0.25 7.6% 6.39 31.3% 6.64 28.0% 

External fraud 0.62 19.2% 7.11 34.8% 7.73 32.6% 

Employment practices & workplace safety 0.08 2.4% 1.05 5.1% 1.13 4.8% 

Clients, products & business practices 2.17 67.2% 5.48 26.8% 7.65 32.3% 

Execution delivery & process management 0.12 3.7% 0.42 2.1% 0.54 2.3% 

Sum 3.23 100% 20.45 100% 23.68 100% 

 

While this result appears extreme at a first glance, one needs to take into account that we only 

consider operational losses exceeding $1 million as in general, it is only shown that larger op-

erational losses lead to reputational losses (see, e.g., Fiordelisi et al., 2014). Hence, the ratio of 

the mean operational loss to the mean reputational loss will presumably change (size of overall 

mean operational loss will increase, while reputational losses would remain unchanged), when 

taking into account operational losses below $1 million. According to the Basel Committee 

(2008, Annex E, p. 8), such smaller operational losses account for 27% to 40% of the total mean 

operational losses. Another reason for a potential overestimation of reputational losses (relative 

to the operational losses) could be that the calibration of operational losses (due to lack of al-

ternative data) is based on empirical results for U.S banks, while the calibration of reputational 

losses is based on empirical results of Fiordelisi et al. (2014) for North American and European 

banks. According to Fiordelisi et al. (2014), operational losses of European banks are generally 

higher than North American banks,16 which also holds for reputational losses. Further analyses 

in this regard showed that this would generally imply a lower ratio, which however still involves 

a substantial reputational loss.17 On the other hand, Fiordelisi et al. (2014) show that small 

operational losses (between $1 and $10 million) on average lead to similar reputational effects 

as large operational losses (greater or equal than $10 million), which would imply that the lower 

average operational loss in our base case (Dahen and Dionne, 2010) would not distort the gen-

eral results.  

 

                                                 
16  In particular, the observed mean operational loss size in Fiordelisi et al. (2014) for the whole dataset consisting 

of North American banks and European banks is considerably higher ($83.36 million) than the one used in our 

base case ($25.79 million), which is calibrated to the firm in Table 1 based on Dahen and Dionne (2010) for 

U.S. banks.  
17  Without distinguishing between the event types, Fiordelisi et al. (2014) provide separate estimates for reputa-

tional losses of European and U.S. banks. Using their aggregate estimates for reputational losses for U.S. banks 

and the aggregate estimates for operational losses presented in Dahen and Dionne (2010) for U.S. banks, we 

obtain a mean operational loss of $3.23 million and a mean reputational loss of $11.74 million. Despite the fact 

that the ratio is much smaller, the mean reputational loss is still considerably higher than the mean operational 

loss.  
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Finally, choosing the length of the event window to determine reputational losses also influ-

ences the results. In the base case, the length of the event window is 20 days (10 days before to 

10 days after the operational loss event), which is appropriate according to the literature (see, 

e.g., Cummins et al., 2012; Biell and Muller, 2013), leading to a mean reputational loss of 

$20.45 million and a total loss of $23.68 million when including the mean operational loss. 

Choosing a much smaller event window (3 days before to 3 days after the event), for instance, 

leads to a mean reputational loss of only $12.94 million, which is still considerably higher than 

the operational loss. As can be seen in Figure 1, smaller event windows lead to a lower mean 

reputational loss, while a larger event window generally implies higher average losses, whereby 

the strongest deviations can be seen in case of “external fraud” and “clients, products & business 

practices”, while “internal fraud” losses remain relatively stable on average. Thus, further re-

search regarding the choice of the event window is highly relevant. However, irrespective of 

the event window, the mean reputational loss is considerably higher than the actual mean oper-

ational loss. 

 

Therefore, these first results already strongly emphasize the high relevance of reputational 

losses and ultimately the severe consequences of operational risks, which due to reputational 

losses (in the sense of market value effects reflecting financial losses) can considerably (and by 

a multiple) exceed the operational loss. This also consistent with findings in Karpoff et al. 

(2008), who investigate reputational losses of firms “cooking their books” as a subset of internal 

fraud and who find that the reputational loss is on average 7.5 times the size of the operational 

loss. In addition to the considerable increase in the total mean loss (from $3.23 million to $23.68 

million), the relative distribution of the event types before and after accounting for reputational 

losses changes considerably. In particular and as expected from previous work, reputational 

losses are especially relevant for internal fraud and external fraud. Before accounting for repu-

tational losses, for example, internal fraud has a share of 7.6% of the total mean loss, and after 

accounting for reputational losses the share increases to 28.0% (see Table 4). Similarly, the 

share of external fraud increases from 19.2% to 32.6% and thus even exceeds clients, products 

& business practices (32.3%), which by far represented the largest share of operational losses 

before accounting for reputation risk (67.2%). Therefore, taking into account reputational losses 

considerably affects the distribution of losses among event types resulting from operational 

risks. These results also imply that risk management should place special emphasis on these 

event types and implement effective risk measures to reduce the likelihood and impact of these 

operational risk event types (see also analyses based on approach 3). 
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Figure 1: Mean annual operational loss and mean reputational loss in $ million in the base case 

depending on the chosen event window for different event types (input data regarding reputa-

tional losses based on Fiordelisi et al., 2014 and calibrated to the base case) 

   

 

Studying risk measures: Standard deviation and value-at-risk 

 

Similar findings were obtained when considering the standard deviation of losses (i.e. a con-

siderable increase can be observed using closed-form expressions from Section 4) as shown in 

Table 5, where diversification effects can be observed in case of the total loss18 (consisting of 

operational and reputational losses, right column) as well as in case of studying the standard 

deviation of the sum of losses for different event types (last row). The diversification effect is 

particularly pronounced across event types (overall reaching 49.0%). 

 

Table 5: Standard deviation of the annual operational and reputational losses depending on the 

event type (values in million $) based on Tables 1 and 2 (see Equations (12) and (17)) 

Operational risk event type 
Operational 

loss 

Reputational  

loss 

Total  

loss 

Diversification 

effect between 

rep. and op. loss 

Internal fraud 3.56 43.05 44.82 3.8% 

External fraud 7.45 40.15 44.14 7.3% 

Employment practices & workplace safety 1.79 12.35 13.34 5.7% 

Clients, products & business practices 21.26 22.73 37.12 15.6% 

Execution delivery & process management 2.29 4.98 6.63 8.8% 

Sum 36.35 123.27 146.06 8.5% 

Standard deviation of the sum of event 

types (independence between event types) 

22.99 64.49 74.55 14.8% 

Diversification effect across event types 36.7% 47.7% 49.0%  

 

To obtain further insight, we additionally consider the value at risk, which is widely used in the 

banking and insurance supervision to derive solvency capital requirements (also for operational 

                                                 
18  Note that the standard deviation of the total loss can be calculated analogously to Equations (13) and (17) 

because only operational losses exceeding $1 million are considered, i.e. the indicator function in Equation (4) 

is always equal to 1, thus implying independence between the severity of operational and reputational losses. 
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risk) (see Gatzert and Schmeiser, 2008). In Table 6, we therefore compare different confidence 

levels of 97.5%, 99% and 99.5% using Monte Carlo simulation with 10 million paths. Since the 

considered operational loss events (exceeding $1 million) are very seldom in case of the two 

event types “employment practices & workplace safety” and “execution delivery & process 

management” (see low intensity in Table 2, No. 3 and 5), the value at risk for the considered 

confidence levels of 97.5% and 99% is not positive as the intensity is below 1%, which also 

holds for several other cases in Table 6. Table 6 further shows that the low intensity can imply 

an increase in the value at risk when considering the value at risk of the sum of losses across 

different event types due to higher overall losses, thus indicating a risk concentration rather 

than diversification benefits.19 In addition, the higher the confidence level, the higher the diver-

sification benefit, which also results from more available data. These observations emphasize 

the problem of quantifying operational risk and of deriving solvency capital requirements based 

on a risk measure in case of low probability and high impact risks. This is even more pro-

nounced in case of reputational losses, which only depend on the frequency distribution of op-

erational losses (with low intensity) with a deterministic loss size (mean CAR) instead of a 

stochastic loss as is done in the next subsection. 

 

As in case of the mean loss, the value at risk of the total loss is much higher when taking into 

account reputational losses for all event types, especially for internal and external fraud, which 

arises as the total loss distribution is shifted by adding the deterministic reputational loss value 

in Equation (4) to the operational losses.  

  

                                                 
19  A comparison of capital requirements under different regulatory regimes based on different risk measures can 

be found in Gatzert and Schmeiser (2008), who also study the tail value at risk as a coherent risk measure. 
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Table 6: Value at risk of the annual operational and reputational losses in the base case depend-

ing on the event type (values in million $) based on Tables 1, 2 and 3 

 Operational loss Reputational loss Total loss 

 Value at risk Value at risk Value at risk 

Event type 97.5% 99% 99.5% 97.5% 99% 99.5% 97.5% 99% 99.5% 
Internal fraud - 6.1 13.1 - 290.0 290.0 - 296.2 303.4 

External fraud 3.4 16.4 31.4 226.7 226.7 226.7 230.1 243.4 259.6 

Employment 

practices&work-

place safety 

- - 3.1 - - 145.5 - - 148.6 

Clients, prod-

ucts & business 

practices 

19.8 54.8 95.6 94.3 94.3 94.3 114.5 154.5 206.7 

Execution deliv-

ery & process 

management 

- - 6.1 - - 58.7 - - 64.7 

Sum 23.2 77.4 149.3 321.0 611.0 815.2 344.6 694.1 983.0 

Value at risk of 

the sum of 

event types (in-

dependence be-

tween event 

types) 

32.3 69.8 111.7 226.7 290.0 290.0 291.8 309.8 373.8 

Diversification 
effect across 

event types 

-39.3% 9.8% 25.2% 29.4% 52.5% 64.4% 15.3% 55.4% 62.0% 

 

The impact of firm characteristics on operational and reputational losses 

 

Since the use of the scaling model as laid out in Section 4 allows describing the size of opera-

tional losses depending on the firm’s total assets as compared to the reference firm (or the av-

erage assets in the database, see Equations (7) and (10)), and since reputational losses depend 

on the market capitalization as well as the total assets of the considered firm (see Equation 

(10)), we next vary both parameters to study their impact on the absolute value of operational 

and reputational losses as well as on the relation between the two. 

 

Figure 2a shows that increasing the market capitalization c.p. leads to higher reputational losses, 

consistent with the model assumptions, while operational losses remain unaffected. In addition, 

c.p. increasing the total assets of the considered firm (Figure 2b) implies higher operational 

losses as well as higher reputational losses. However, the results also show that reputational 

losses are relatively more severe for larger firms and that the gap between the operational and 

reputational losses considerably increases for firms with higher asset values. 

 

In the base case (Table 1), the considered firm exhibits a market capitalization of $9 billion and 

total assets of $100 billion, implying a ratio of 9%. Therefore, in Figure 2c, the total assets are 

adjusted accordingly as the market capitalization is increased to ensure the preset ratio of 9%. 

As before, we observe that reputational losses are relatively more severe for larger firms despite 



25 

 

 

 

the same ratio of market capitalization to total assets, indicating that larger firms may exhibit a 

considerably larger exposure to reputational losses, which is also consistent with the literature.  

 

Figure 2: Effects of varying certain firm characteristics on the mean annual operational and 

reputational losses (in $ million)  
a) Varying market capitalization 

 

b) Varying total assets 

 
c) Varying market capitalization and total assets (ratio of 9% kept constant) 

 

 

5.3 Assessing operational losses incorporating reputational losses using distributional as-

sumptions for reputational losses – Approach 2 

 

To obtain further insight, in the second approach we assume that the reputational loss (i.e. the 

CAR) caused by an operational loss of event type i follows a logistic distribution with parame-

ters αi and βi, where αi represents the mean and βi the standard deviation. To our knowledge, 

only Cannas et al. (2009) empirically estimate these parameters for reputational losses, stating 

that a logistic distribution provides a good fit for reputational losses from internal fraud events. 

To obtain a first impression of the impact of stochastic reputational losses and to keep the nu-

merical analyses as consistent as possible, we use the empirically estimated mean reputational 

loss from Fiordelisi et al. (2014) that depends on the event type as exhibited in Table 2 (right 

column) to calibrate αi, while for βi we use the estimate from Cannas et al. (2009) for internal 

fraud events for all event types (due to a lack of alternative data), i.e., while αi depends on the 

event type, βi = 0.0375 is constant for all i and then varied to examine the impact on the results.   
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Studying the standard deviation and value at risk 

 

Since the mean reputational loss is set to be the same as in the previous section, the mean op-

erational and reputational losses are the same as in Table 4. Therefore, we directly focus on the 

standard deviation of the reputational losses as exhibited in Table 7, where we use Equation 

(17) to derive the reputational loss and analogously derive the total loss. The results show that 

as expected, the standard deviation of reputational losses is much higher when assuming a lo-

gistic distribution for the CAR (driven by β). For example, the standard deviation of the sum of 

reputational losses from different event types amounts to $226.57 million as compared to 

$64.49 million in case of the first deterministic approach where the volatility only arises from 

the stochastic frequency of operational losses (Table 5). 

 

Table 7: Standard deviation of the annual operational and reputational losses depending on the 

event type (values in $ million) based on Tables 1, 2 and 3 (Approach 2) (see Equations (12) 

and (17)) 

Operational risk event type 
Operational loss 

(see Table 5) 
Reputational 

loss 

Total loss 

 

Diversifica-

tion effect 

Internal fraud 3.56 100.56 101.33 2.7% 

External fraud 7.45 115.61 117.06 4.9% 

Employment practices & workplace safety 1.79 53.41 53.65 2.8% 

Clients, products & business practices 21.26 149.26 152.11 10.8% 

Execution delivery & process management 2.29 52.20 52.39 3.9% 

Sum 36.35 471.04 476.54 6.1% 

Standard deviation of the sum of event 

types (independence between event types) 

22.99 226.57 229.63 8.0% 

Diversification effect across event types 36.7% 51.9% 51.8%  

 

At the same time, diversification effects between operational and reputational losses are con-

siderably lower as compared to the first approach (Table 5, right column), but diversification 

benefits are higher across different event types (e.g., in case of reputational losses 51.9% instead 

of 47.7% in Table 5, bottom row). Further analyses regarding β confirmed that, as expected, 

the standard deviation of the sum over different event types considerably increases with in-

creasing β.  

 

As before, we further derive the value at risk for different confidence levels using Monte Carlo 

simulation with 10 million runs (Table 8). The value at risk for reputational losses (and there-

fore the total losses) is considerably higher than in Table 6, where the severity of reputational 

losses was deterministically given by the mean CAR. In addition, while the general results re-

main the same as in Table 6, the problems regarding the quantification of the value at risk of 

operational and reputational losses are even intensified in this setting due to the possibility of 

positive reputation effects arising from the assumption of a logistic distribution (see also the 

discussion in Section 3.2). 

 



27 

 

 

 

Table 8: Value at risk of the annual operational and reputational losses in the base case depend-

ing on the event type (values in $ million) based on Tables 1, 2 and 3 (Approach 2) 

 Operational loss Reputational loss Total loss 

 Value at risk Value at risk Value at risk 

Event type 97.5% 99% 99.5% 97.5% 99% 99.5% 97.5% 99% 99.5% 
Internal fraud - 6.1 13.1 - 347.1 700.4 - 358.8 712.5 

External fraud 3.4 16.4 31.4 - 479.1 788.9 - 499.7 809.9 

Employment 

practices & 

workplace 

safety 

- - 3.1 - - - - - - 

Clients, prod-

ucts & business 

practices 

19.8 54.8 95.6 175.4 620.8 896.5 212.5 663.8 943.0 

Execution deliv-

ery & process 

management 

- - 6.1 - - - - - - 

Sum 23.2 77.4 149.3 175.4 1447.0 2389.8 212.5 1522.4 2465.4 

Value at risk of 

the sum of 

event types (in-

dependence) 

32.3 69.8 111.7 632.5 1012.7 1279.0 660.7 1043.2 1311.7 

Diversification 
effect across 

event types 

-39.3% 9.8% 25.2% -260.6% 30.0% 46.4% -210.9% 31.5% 46.8% 

 

5.4 Assessing operational losses incorporating reputational losses using a probability for 

the occurrence of reputational losses – Approach 3 

 

Finally, following the third approach presented in Section 3 we further investigate the effect of 

different probabilities for the occurrence of reputational losses. As in the previous section we 

assume that reputational losses are logistically distributed with the parameters given in Section 

5.3. With the notation from Section 3.2 and following Fiordelisi et al. (2013), we assume that 

the critical level for reputational damage refers to the CAR in the lowest third of the respective 

logistic distribution, i.e., ,1/3ix q  with ,1/3iq  being the 1/3-quantile of the CAR distribution. 

Additionally, as described in Section 3, the probability ,
l
i xp  needs to be determined, which 

could be based on various characteristics of the firm or the event type, for instance. As there is 

no available data to calibrate the probability, we vary this probability and compare different 

cases, using ,
l
i xp = 25%, 33%, 50%, where ,

l
i xp = 33% corresponds to the situation in the second 

approach (since x = q1/3). Different probabilities can be seen as different abilities of the firm to 

handle crisis communication, as different strength of the brand or other abilities regarding rep-

utation risk management.  
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Studying the mean loss 

 

Since the operational loss is the same as in the previous analysis, we focus on the mean reputa-

tional loss depending on the respective case. As expected, the results in Table 9 show that it is 

important for firms to aim to reduce the probability of reputational losses (even if the size of 

reputational losses remains the same). For instance, a reduction of the probability of a reputa-

tional loss from 50% to 25% leads to reputational losses of only about one fourth (from $40.60 

million to $10.30 million).  

 

Our analysis also indicates that it is especially worthwhile to reduce the probability of reputa-

tional losses following operational losses of the event type “clients, products & business prac-

tices”, which shows the strongest sensitivity to the assumed probability. In particular, a reduc-

tion of the probability from 50% to 25% leads to a reduction of mean reputational losses from 

$14.74 million to $0.77 million.  

 

Table 9: Mean annual reputational losses depending on the event type (values in $ million) 

based on Tables 1 and 2 (Approach 3) and depending on the probability that an operational loss 

causes reputational losses  
 

,
l
i xp = 25% ,

l
i xp = 33% 

(see Table 4) 

,
l
i xp = 50% 

Operational risk event type Mean rep. loss Mean rep. loss Mean rep. loss 

Internal fraud 4.61 6.39 9.90 

External fraud 4.62 7.11 12.17 

Employment practices & workplace safety 0.46 1.05 2.20 

Clients, products & business practices 0.77 5.48 14.74 

Execution delivery & process management -0.16 0.42 1.59 

Sum 10.30 20.45 40.60 

 

Further analyses showed that an increase in the probability for reputational losses implies 

slightly higher standard deviations and that the value at risk increases as well. 

 

6. SUMMARY AND IMPLICATIONS 

 

In this paper, we provide a model setting for operational risks which takes into account reputa-

tional losses resulting from operational risk events. While we use a simplified approach, the 

model allows a more holistic analysis of previous empirical results that have only been provided 

separately for operational and reputational losses and it offers first insight regarding the “true” 

impact of operational risks for financial firms. 
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Our results based on input parameters from the empirical literature for the banking industry 

emphasize that reputational losses can by far exceed the original operational losses. In addition, 

taking into account reputational losses considerably affects the distribution of total losses 

among different operational risk event types. For instance, internal and external fraud events 

become the most relevant event types in terms of total losses among all seven event types, 

which only becomes transparent when considering the consequences of operational risks in an 

integrated way. These results also imply that risk management should place special emphasis 

on these event types and implement effective measures to reduce their likelihood and impact. 

An additional analysis including a potential reduction of the likelihood for reputational damage 

shows that in the present setting, the event type “clients, products & business practices” exhibits 

the strongest sensitivity and thus a great potential for the effectiveness of preventive measures. 

 

We also find that diversification across different event types is highly relevant for operational 

risk, but also for reputation risk, and that this can considerably reduce the overall risk depending 

on the respective assumed dependencies. We also point out problems associated with quantify-

ing risk using the value at risk for operational and reputational losses due to their low probability 

and high impact characteristics along with partly insufficient data, and that an additional qual-

itative assessment and management of these risks is vital. 

 

The analysis follows the empirical literature by approximating reputational losses with market 

value losses, which requires a stock company and is thus restrictive. Moreover, it is not entirely 

clear in which timeframe market value losses should be considered. Market value losses could 

be temporary and the market value could recover, caused by an initial overestimation of oper-

ational loss size by investors or because corporate reputation improves again. Further research 

would be helpful to investigate the market value of an announcing firm in larger timeframes. 

Our analysis would also benefit from more empirical insight regarding the different dimensions 

of reputational losses and by relating reputation risk events to revenue losses or consumer be-

havior, for instance. The proposed approaches to incorporate reputation risk into an operational 

risk assessment represent first steps by making use of the mean reputation loss (which is helpful 

for first insight due to the generally small database) or by assuming a distribution for reputa-

tional losses to illustrate the impact of stochasticity, which, however, requires further empirical 

analyses. Furthermore, a transfer of our results (based on empirical results from the banking 

industry) to the insurance industry would generally require new empirical analyses to calibrate 

the model based on insurance data.  

 

Despite these limitations, our findings with focus on the banking industry strongly emphasize 

that neglecting potential reputational losses may lead to a severe underestimation of operational 

risk in general and of specific event types in particular (e.g., internal fraud and external fraud) 

and that an operational and reputation risk management is vital for financial firms, which are 
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particularly exposed to reputation risk. A risk assessment that does not take into account all 

possible consequences can thus lead to a possible inadequate allocation of resources in enter-

prise risk management and to a potential underestimation of the relevance of preventive 

measures regarding operational risk.  
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