Enterprise Risk Management
Application & Case Studies
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Enterprise Risk Management

ERM provides a framewaork for risk
management, which typically
involves identifying particular
events or circumstances relevant to
the organization's objectives (risks
and opportunities), assessing them
in terms of likelihood and
magnitude of impact, determining a
response strategy, and monitoring
progress.

By identifying and proactively
addressing risks and opportunities,
business enterprises protect and
creates value for their
stakeholders, including owners,
employees, customers, regulators,
and society overall.
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Difference Between GRC & ERM

Governance Risk and Compliance
(GRC)

Embraces compliance as a separate
activity for each business silo.

Enterprise Risk Management (ERM)
Is concerned with delivering
measurable business value by tying
front line operational activities to goals
across all business units.




Burden of Compliance
Suppresses Risk Taking Activities
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Risk Appetite and Risk Tolerance

Risk Appetite is the manner
In which an organization and
Its stakeholders collectively
perceive, assess and treat
risk

Risk Tolerance requires a
company to consider in
guantitative terms exactly

how much of its capital its is
prepared to put at risk




ERM Is Used for Risk Optimization

Considering both the upside
and downside outcomes of
risk taking activities

When threats and
opportunities are better
understood, risk taking is
optimized and managers, in
turn, will make more informed
business decisions

Improved decision making
enables an organization to
quickly meet emerging
marketplace challenges
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Six Step Approach to ERM
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Risk
Identification

The process of taking inventory of (\5
all risks In an organization and | R'
defining the potential risk event, \

the causes to that risk event, and
the potential outcome Iif that risk

event were to occur

Focus not only on hazard or operational risks,
but also strategic, financial, reputational,
compliance, environmental, human capital
Q”E technology, market, and supply chain
risks



Scope of Risk Identification

Define where the
source of a potential
risk event is coming
from; Inside or Outside
the organization.
Establishing risk
categories helps to Risk

identify the sources of Categories
a risk event.




Strategic Risk Categories
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Operational Risk Categories -




Financial Risk Categories .




Other Risk Categories -
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ldentify Subcategories




Existing & Emerging Risk .

* What new business processes have beeh
added to the organization?

» What changes have been made in the
organizational chart?

* What are some external risks that could
impact the organization like economic,
environmental, societal, geopolitical, and
technological?
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Know Where You Stand .

N\

Meet with senior management to define
the strategic goals of your organization




1

Risk
Identification

GlaxoSmithKline — A study in conflicting strategic goals

This conflict caused
the quality control of
manufacturing to
suffer.

Case in point — the
Cidra Plant in
Puerto Rico made
20 drugs under
unhealthy conditions
that lead to a $750
million FDA fine

One of GSK’s strategic
goals was to sell safe and
effective prescription
medication

Another goal was to
Increase profitability by
outsourcing
manufacturing to other
parts of the world




Next Steps .




SWOT Analysis
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Risk Identification Activities-




Establish Risk Criteria

risk owner

asponsibilities
of risk owner

External and internal
parameters for
managing risk in an
organization



UC’'s ERM Work Plan

Operations

Effective and
efficient use of
their
resources




Key Performance Indicators (KPI) -

/
N % of customer attrition
% of employee turnover
Rejection rate

Meantime to repair IT
problems

» Customer order waiting time

* Profitability of customers by
demographic segments
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Key Risk Indicators (KRIs) .

KRIs are leading indicators of risk to business performance.
They give us an early warning to identify a potential event
that may harm continuity of the activity/project.




Supply Chain Disruption .




Cascading Effects -




Tools and Technigues -




Create A Risk Register .




ample Risk Register

File Edit View Tools Reports Help

Qualitative | Quantitative

Pre-Mitigation (Data Date = 25 Oct 07)

Probability | Schedule |C... | Sco... |Quality |Score
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Supplies L{5%  HEO)
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Weather HE0%)  HED)
Injuries 5% L@
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Risk Details | User Defined | Mitigation | Waterfall Chart | Notes | Risk History |

Title

RBS

Number of rigs just 31 against 54 agreed

Description

Effect

Resources

1) operating areas daim that they
have production losses and that
wells are waiting for intervention or
that other work over jobs are in
progress and so they cannot provide
additional rigs

During a presentation on 22nd of March &
to the Management it has been agreed |j
that the project will get 54 rigs,
approximately 45 would work on new
completions and 9 rigs would have to go
back and perform interventions on wells  ~

1st delay of schedule in September
expected, effect on project total 4-6
month

Threat / Opportunity ~ Manageability
[Threat ~ | [Difficuit
Owner

Unassigned

" Exposure (Entered)

-

Selected risk: 1 - Number of rigs just 31 against 54 agreed




Relative Impact

Sample Risk Heat Map
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Risk
Identification

Tornado Diagram

Ri=k2

Ri=k3

Risk 4

Risk s .
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2. Risk Assessment

Risk Assessment is a
process to determine
the cause of the risk
event, the risk event
itself, and the impact
and the velocity of the
risk event.
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2

Risk
Assessment

Three Basic Causes

Physical causes

A tangible or material
item failed in some
way.

Brakes stop working on
a car

Human causes

People did something
wrong or did not do
something required.

No one check the
condition of the brakes

Organization causes

A system, process or
policy that people use
to make decisions in
doing their work is
faulty.

No procedure for
checking the
maintenance of the
cars




Root Cause Analysis



Fault Tree Analysis -
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Example Fault Tree
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Qualitative Analysis

Positive Fault Tree
Analysis

Will identify the events
necessary to achieve a top
desired event for example no
accident in manufacturing
facility

Negative Fault Tree
Analysis

Constructed to show those
events or conditions that will
lead to a top undesired risk
event such as a fire in the
manufacturing facility




Quantitative Analysis -




State of Washington’s Nine Step

Approach to Root Cause Analysis -
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3. Risk Analysis

Risk aggregation
and risk
correlation in an
organization’s risk
portfolio

The
\ interrelationship of
risk exposures to
a potential risk
event

\ The best risk

strategies for the
organization from
risk assessments
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Department of Homeland Security .
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Risk Analysis

= _/

- _A4U.S. vulnerability

U.S. power and 5 DHS uses
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Figure 3.4—A Systemic Perspective



DHS Analysis Tools

Identify Assets
and Mission

DHS uses analytic
tools like RAPID- ||

Determine

Risk Assessment v

Process for ¥

Yulnerability to Threat

Low

Informed Decision- ——

Making to manage ~  [j—
risks associated FOR EicH

with their strategic
goals.

Risk Rating Interpretation

These risks are very high. Countermeasures recommended to mitigate
these risks should ke implemented as soon as possible.

These risks are moderate. Countermeasure implementation should be
planned in the near future.

DETERMINE
ACCEPTABILITY
OF RISK

These risks are low. Countermeasure implementation will enhance

security, but is of less urgency than the sbowve risks.

PURFPOSE
. To ewaluate the risk to Repeat if
the facility. Risk Ratings
Are Mot
Il. To quantify risk and Reduced
establish what risks are
acceptable.

1. To determine what
measures and costs are
required to reduce
unacceptable risks to an
acceptable level.

Re evaluate
Threats Based on
Upgraded
Countermeasures

With




Value of Data Analysis to DHS .

cﬁ%’#‘] Contextualizes homeland security threats, showing which are the
°@5§ most likely and which have the highest impact.
\




4. Implementation -

Implementation - incorporating an ERM
structure, practices, and strategies to fulfill
the goals of the organization.
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Implementation

* Focus is to establish ERM goals as part of
the strategic management process. It does
not dive into the details of risk management
approaches and process, but addresses
threats to the organization and the need for
proper controls.

» Rooted in risk management principles and
designed to provide an organized
methodology to evaluate risk exposures and
react to the environment.

31000
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Risk Controls -

Some Areas
for Risk
Controls
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Implementation

Risk Champions Risk Center
» Accountable for ensuring « A department or unit within the
accuracy within their organization charged with the
department or business unit risk exposures that are related
around the identification, to their duties and
assessment, management and responsibilities

monitoring of risk

» They are the eyes and ears of
risk information for the risk
manager who is in charge of
assessing risk across the
enterprise

* Not necessarily responsible
for performing the actual risk
management activities




4
Implementation
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WACHACRET (CRO and ERM program office have

about growth ownership and accountability for Intuit's ERM
strategies for program and drive Intuit's ERM capabilities

the company, > N
we talk Ownership and accountability for identified
deliberately risks are shared by executive and business
about both \unlt level leaders |
risks and _ . .
opportunities” Risk communication is not only to report

Janet Nasburg, progress, but also so that business units can
Chief Risk Officer \share and leverage risk knowledge By

at Intuit
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Risk Communication Structure

/The event can
be resolved
through routine
decisions

~N

Complicated
State System

The event is
more difficult to
resolve than a
simple system,

but it not
unusual

4 The event is
unusual, and
potentially
critical to the
organization

~

/The eventis a

dramatic,
unforeseen
situation that
threatens the
organization’s
survival

\

\
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Crisis Management .




Elements of Continuity Plan .




5. Monitoring .




Tools Used for Monitoring -

Spreadsheets

Balanced
Scorecards

Dashboards

Governance
Risk and
Compliance
Software

Enterprise
Risk
Management
Software




Critical Risk: Mitigation Plan .

Critical Risk: Mitigation Plan
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Monitoring

KPl Selector

. Developed KPI and KRI metrics Metric#1 |  Metric 82 Metric #3 Metric #4
incorporated in a balanced scorecard. Reduce supply | Improve visibility Increase Reduce
chain response|  of products employee product
time in pipeline productivity shrinkage
]\ /I Response Visibility Productivity Shrinkage
- Characteristic Time Metric Metric Metric Metric
Metrics used to track performance on [T eI ! function driven X function driven

risk and to determine the company’s

progress - managing T ik Exaruitive defined function definad i function defined

Organization cascade o 1 i
Enterprise standard functian spacific i function specific
i 7 Guantifiable metrc ¥ X ;
- Based on valid data ! X ;
Walmart also uses these metrics to £ Re e ¥ y ;
determine the value added by the ERM s ' ; ’
process.

Provide conted i i i

Empoiwer user ¥ X !

Promate positive action ¥ X X

Metric KFl Metric

Walmart




6. Evaluation .

Evaluation




Risk Optimization .




6
Evaluation

a

Since 2003-2004 fiscal year, they
have reduced Cost of Risk by

Each year

University of $493 million dollars

California holds an |
Annual ERM N /‘
Sur_nmit f_ocused on

el EOMITUELE Reduced the Cost of Risk from

effort in improving

their ERM program  $18.46 per $1,000 of operating
oy reducing el pudget to $13.31 per $1,000 of
Koperating budget
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Evaluation

D A4 D
’ '| Crafting the right '/Establishing and r Monitoring (
Key drivers of relationship providing S : ,
success and between the appropriate ﬂﬂfggﬂ ”:ﬁs, :'Sn De?eeég\%nﬁsin
risks in the board and its resources to culturepangll o I —
company’s standing support risk rean e mang P
strategy committees as to management systems 9
risk oversight systems
N oY AN 4N
/
Guidance principles for board risk oversight
/

National Association of Corporate Directors
report, “Risk Governance: Balancing Risk and

Reward”




The Executive Risk Committee
Provides the Board of Directors with:

A structure that provides the
board with the appropriate
information that defines the

firm’s risk profile

A system that provides an audit
of the effectiveness of the risk
management process

A system that affords an
evolving understanding of key
risks to the company
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Evaluation

“Boards are now finally asking
management about the nature of
the risk information process in
place. Boards want to gather
information about new or emerging
risks and the extent to which these
risks require a more in-depth
analysis. This is being done to
ensure future opportunities and
threats to the company’s
performance are appropriately
managed”.- John Bugalla, James
Kallman, Chris Mandel and Kristina
Narvaez in The Corporate Board




- Thank you. Questions?

Presented by

Kristina Narvaez
President & CEO

ERM Strategies
WwWw.erm-strategies.com



